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Data Processing Service 

This Responsible Data Processing Sheet describes our data processing practices 
for D&B Payment Direct powered by FIS (Payment Direct). This solution is 
provided by FIS as a SaaS biller direct solution and resold by Dun & Bradstreet, 
Inc. (D&B) to enable its Clients to optimize payment processes and enable direct 
processing and automated reconciliation. 

 
Controller(s) 

The Controllers of the Data Processing are: 
• D&B Client (Biller) is a Controller with respect to their data, and their 

customers’ data that they input into Payment Direct (collectively the 
“Client Data”). 

• D&B is a Controller with respect to customer service activities including 
setting up and assisting with the Client’s Payment Direct service. 

 
D&B 

Transparency 

Statement(s) 

FIS has published the standards it applies to its data processing in its Privacy 
Center. 

 
The following D&B Transparency Statements additionally apply to Payment 
Direct with respect to D&B’s customer service activities: 

 
• Supplemental Personal Data Processing Statement for website visitors and 

online service users, available at: 
https://www.dnb.com/content/dam/web/company/about/content/wvos/Dn 
B_Supplemental-Personal-Data-Processing-Statement-Website-Visitors- 
Online-Service-Users.pdf 

 
Processor(s) and Sub- 
Processor(s) 

The Processors of the Data Processing are: 
• FIS is a processor with respect to the Client Data 

The Sub-Processors of the Data Processing are: 
• The relevant ACH and Credit Card Processors as specified by (i) the D&B 

Client (Biller) and (ii) each of its customers (Payer) with respect to the 
processing of payments. 

 
Category of Data 
Processing 

The Categories of the Data Processing are: 
 

• FIS: Payment, Billing and Invoicing Services 
• D&B: D&B Client account onboarding, setup and support services 
• D&B Client: Client’s data and their customer’s data 

 

 
 
 

 
 

https://www.fisglobal.com/privacy
https://www.fisglobal.com/privacy
https://www.dnb.com/content/dam/web/company/about/content/wvos/DnB_Supplemental-Personal-Data-Processing-Statement-Website-Visitors-Online-Service-Users.pdf
https://www.dnb.com/content/dam/web/company/about/content/wvos/DnB_Supplemental-Personal-Data-Processing-Statement-Website-Visitors-Online-Service-Users.pdf
https://www.dnb.com/content/dam/web/company/about/content/wvos/DnB_Supplemental-Personal-Data-Processing-Statement-Website-Visitors-Online-Service-Users.pdf


 

             © Dun & Bradstreet, Inc., 2025. All rights reserved.                                                                                  Responsible Data Processing Sheet - Payment Direct (powered by FIS) 
 Public   

 
 

The Data Subjects 

Involved 

The Data Subjects to whom the Data Processing relates are: 
• For the Data FIS Processes: The D&B Customer (Biller) and the Biller’s 

customers (Payers). 
• For the Data D&B Processes: D&B Client who can access, register, sign-in 

or request the product and support services from us which may include 
visibility of Payers’ data. 

• For the D&B Client (Biller): The Biller’s end users and customers who use 
the product (Payers). 

Categories of Personal 
Data 

The Data Processing involves the following categories of Data: 

Data processed by FIS: 
• Billing data provided by D&B Client directly into BillerIQ 

− Reference Number 
− Date Due 
− Amount Due 
− Company Name 
− Optional fields (determined by D&B Client and available in D&B 

Client’s service configuration) 
− D&B Client’s customer’s contact information: first name, last name, 

phone, email, address, city, street, zip code 
− Invoice ID 
− Amounts - invoice amount, minimum due, past due amount, prior 

amount received, pretax amount, tax amount 
− Invoice line detail - item description, quantity, rate, line amount 

• Payment data provided by D&B Client’s customers (the “Payer”) directly 
into the Product (ACH or Card payment) 
− Payment type 
− Payment account number (masked) 
− Amount paid 
− Name (Payer’s name on account) 
− Contact (Payer's) - address, city, state, zip, phone, email 
− For credit card payments: Card type - Card expiration 

Data processed by D&B: 
• Solely the D&B Client Data and information necessary for D&B 

representatives to provide account setup and ongoing support services, 
including: individual end-user account identifier and usage information, 
Unique Account Identifier, Name, Job Title, Employer, Telephone 
Number, Email Address. 

Purpose 
The Purposes of FIS Data Processing: 

• To allow D&B Clients to use the platform to perform commercial 
collections and generate communications to customers or vendors for the 



 

             © Dun & Bradstreet, Inc., 2025. All rights reserved.                                                                                  Responsible Data Processing Sheet - Payment Direct (powered by FIS) 
 Public   

 
 

 purposes of understanding, managing, and automating workflows relating 
to accounts receivables. 

The Purposes of D&B Data Processing: 
• To provide D&B Clients with Payment Direct account setup and ongoing 

support services. 

International Data 

Processing 

The Data Processing does not involve Data Transfer to countries outside of the 
United States. 

Processing Frequency 
The FIS Data Processing Frequency is: 

• With regard to the D&B Client and Payer payment information (ACH 
or Credit Card), each time a payment is submitted through the 
product by Payer 

• With regard to the Biller’s data, account, or information, when Biller 
takes any action related to Billing, Invoicing, or the Biller’s account and 
records. 

The D&B Data Processing Frequency is: 
• Whenever Client Data is provided by D&B Clients to 

D&B for initial account and service setup or when 
support services are requested. 

Data Retention 
Period(s) 

The Data Retention Period by FIS for the Payment Direct 
Solution: 

• D&B Client Data will be retained for no longer than 
necessary to fulfil the services. 

 
The Data Retention Period by D&B for D&B Client onboarding, 
account creation, and support services: 

• The length of the D&B Client’s Payment Direct 
contract + 2 years. 

Security 

Safeguards 

The FIS Security Safeguards are: 

FIS maintains Information Security Practices that are designed to comply with 
(1) all applicable laws and industry best practices relating to the privacy, 
confidentiality and security of Client Data, including Client’s Confidential 
Information and Client Personal Data, to the extent applicable to FIS as a third- 
party service provider; (2) the requirements set forth in this Statement; and (3) 
all applicable provisions of FIS’ related policies, including but not limited to FIS’ 
Information Security Policy and the following security practices: 

• Internal and external auditors regularly review FIS’ Information 
Security Practices. 
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 • Perform regular security assessments to determine whether 
identified vulnerabilities, in particular as related to web and network 
environments, have been remediated. 

• Security assessments include: diagnostic reviews of devices, internal 
and external penetration testing, assessments of applications with 
access to sensitive data, assessments of FIS’ various systems, and 
reviews of FIS’ Information Security Practices. 

• Periodic updates are made to FIS’ Information Security Practices 
pre-empting and responding to evolving information security threats. 

• FIS implements reasonable administrative, technical, organizational 
and physical safeguards designed to: (i) provide for the security and 
confidentiality of Client Data, including Client Personal Data; (ii) 
protect against any anticipated threats or hazards to the security or 
integrity of Client Data, including Client Confidential Information 
and Client Personal Data; and (iii) protect against unauthorized 
access to or use of Client Data, including Client Confidential 
Information and Client Personal Data. FIS will review and test such 
safeguards on no less than an annual basis. 

• FIS has processes for regularly testing, assessing and evaluating the 
effectiveness of its technical and organizational measures in order to 
verify the security of its processing. 

More information about FIS’s Information Security and Data Protection 
practices can be found at FIS Information Security - Legal | FIS. 

The D&B Security Safeguards are: 

Dun & Bradstreet has implemented a comprehensive cyber and data security 
program to protect D&B data (including our Clients’ data), systems, and assets 
from loss, misuse, and unauthorized access, disclosure, alteration, or 
destruction based on the nature of the data and the risks associated with data 
processing, taking into account current technology best practices and the cost 
of implementation. Our data security functional policies include, but are not 
limited to the following core policies: 

• Acceptable Use of Information Assets Policy 
• Information Security Management Systems Policy 
• Information Security Policy Framework 
• Information Security Policy 
• Data Handling Standard 
• Cryptographic Standard 

More information about these functional policies and our cyber and data 
security program and controls is available in our overview of our D&B 
Information Security Control Environment. 

https://www.fisglobal.com/solutions-legal/fis-information-security
https://www.dnb.com/about-us/company/our-security.html
https://www.dnb.com/about-us/company/our-security.html
https://www.dnb.com/about-us/company/our-security.html
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ICT Services and 
Systems 

The Service involves the following FIS ICT Systems and Services: 
• The “Payment Direct powered by FIS” SaaS solution. 

Contact Us 
How to Contact Us: If you have a question or concern about this Sheet, you 
may contact D&B Global Compliance & Ethics or raise a question or concern 
using our Helpline. 

 
 

Effective Date: 10-June-2025 

Prior Versions: 

Dun & Bradstreet reserves the right to modify, add, or remove portions of the Data Sheet at any time 
based on changes to its data processing, business, or applicable laws. 

https://helpline.dnb.com/
https://helpline.dnb.com/

