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About this Guide

Audience and Purpose

This guide is for D&B360 for Microsoft Dynamics CRM 2011 and CRM 2013 administrators who plan to
install the D&B360 software application in their CRM environment.

We assume that you are familiar with how to use a command-line interface and how to download and copy
executable files to your local directory.

If you are interested in more training and education about using our products, learning opportunities are
available here: D&B360 Training and Education.

Conventions

Note: Notes mean reader take note and provide helpful suggestions.

() Important Note: Important Notes mean reader be careful. In this situation, you might do something
that could result in loss of data.

In sections that include instructions for using the D&B360 and CRM graphical user interface (GUI):

« Text in bold indicates the name of a window, tab, field, area, or button that you click or interact with.

e Text inmonospace indicates a directory path or a command that you need to type in the command-
line interface.

Navigating in the PDF

Note: To download the free, latest version of Adobe Reader, go to this web site:
http://get.adobe.com/reader/.

1. To return to the page you were on after you click a cross reference link, press Alt + Left Arrow.

2. To return to the first page of the document, press the Shift + Home.

3. To navigate in the PDF file or change the Adobe Reader settings, on the Adobe Reader menu,
select View > Page Navigation, Page Display, and Zoom.
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Related Documentation

For more information about D&B360 from the user perspective, refer to the D&B 360 for Microsoft Dynamics
CRM User Guide. For more information about using the Microsoft Dynamics CRM, refer to the CRM
documentation.
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1 Introduction to D&B360

Welcome to the D&B360 Administration and Installation Guide for Microsoft Dynamics CRM.

Product Benefits il 11
Accessing D&B360 from the Microsoft Dynamics CRM .. L 1-3
In Microsoft Dynamics CRM 2011 .. . 1-3
In Microsoft Dynamics CRM 2003 .. 1-4
D&B360 User Interface OVervieW ... ... . e 1-4

Product Benefits

With D&B360, you finally get the business insight you need, the D&B data quality you want, and the ease-of-
use you deserve.

DEB . Now you can see all angles of your prospects and customers within your
- CRM:

 Know your customers better.

« Acquire new prospects.

« Sell deeper into organizations.

« Improve salesperson effectiveness.

D&B empowers you with relevant and credible information, facilitating your role as a trusted advisor to
enable new sales.
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See New Opportunities Seeing your customers and prospects in a new way can uncover new
information and new-sale entry points.

Accelerate Your Sales Cycle |Once you establish relevance and credibility, customers will trust you with
their business.

Expand Your Customer Build customer relationships on a foundation that is based on relevance,
Footprint credibility, and trust.
Position Your Success With D&B360, you have a powerful tool that helps you to better understand

your customer’s pain points and respond to their needs, and that ultimately
positions you to win more business.

The D&B360 platform features On-demand access to D&B data, automatic
refresh and synchronization with the D&B database, and seamless
integration of rest-of-world data.

©Dun & Bradstreet, Inc. 2014 1-2
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1 Introduction to D&B360

Accessing D&B360 from the Microsoft Dynamics CRM

For information about running the CRM and D&B360 through Outlook, refer to the D&B360 User Guide for

Microsoft Dynamics CRM.

In Microsoft Dynamics CRM 2011

1. Log on to the Microsoft Dynamics CRM.

2. From the Microsoft Dynamics main window, Workplace menu, click to expand D&B360, and then

select D&B360.

Workplace ft -

= My Work
¥ Dashboards

2 Activities

iﬁ Calendar

;»;j Impoarts

Qj,:l Duplicate Detection
2y Queues

[ Articles

ﬂ Reports
__J Announcements

4 Customers
,___} Accounts

5= Contacts
4 Sales
Ec.?b Leads
L_ih Opportunities
E Competitors

4 DaE 360 Select
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In Microsoft Dynamics CRM 2013

If D&B360 is installed, it will automatically display. You can also select the CRM Workplace menu to select
D&B360.

Aty Microsoft Dynamics CRM v Y | WORKPLACE v  D&B360 @ Create

Workplace

or perform a
Company Match

In Microsoft Dynamics CRM 2011 for Microsoft Outlook

To install Microsoft Dynamics CRM 2011 for Microsoft Outlook (Outlook Client), follow the instructions on the
Microsoft Download Center: http://www.microsoft.com/en-us/download/details.aspx?id=27821.

D&B360 User Interface Overview

After you select D&B360 from the CRM main window, the D&B360 Home page window opens.
Home

or perform a

Company Match

Tab Description

Home On this tab, D&B360 users perform most of their tasks including running company, people,
and industry searches, and running a company match. For more information, refer to the
D&B360 User Guide.

Build A List On this tab, users start a new list or edit or run a saved list. For more information, refer to
the D&B360 User Guide.

Imports Administrators use this tab to view a list of all asynchronous imports. Users can view only
their own imports. This tab displays the following information about import jobs: Job ID,
Start Time, End Time, Status, Import Type, and Record Imported. Click a Job ID to open its
Activity log, which displays the status of each record from the import. For more
information, refer to the D&B360 User Guide.

©Dun & Bradstreet, Inc. 2014 1-4
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Settings

Only Administrators use this tab, which includes these tabs: Admin, Batch, Data
Management, Role Configurations, Terms & Conditions, and About.

eHeIp

Click this button to open the online version of the User Guide in a separate browser

window. Click the Contents tab or Index tab on the left to find specific topics. You can also

use the Search feature.

©Dun & Bradstreet, Inc. 2014
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2 Getting Started

AbOUt D&B 360 ... 2-1
Considerations for Administrators ... .. i 2-1
P RO QUISIEE . e 2-2
Changing Administrator-User Names and Passwords ... ... ... 2-3
Encryption Standards ... .. 2-5
Specifying the Requirements for Your CRM Environment ... . 2-6
Hardware RequUirements 2-6
Other ReqUIrEM NS L 2-7

Note: For more information about the user interface and other features of the Microsoft Dynamics CRM,
refer to the user, getting started, installation, and administrator guides for the CRM.

About D&B360

To find basic information and useful links for interacting with D&B360, on the Home page window, click
Settings, and then click the About tab. You will also find a link to the D&B training web sites here.

Home Build A List | Imports | Settings
Data Management Role Configurations  Terms & Conﬁm

Considerations for Administrators

This guide includes information for running D&B360 on the MSD CRM 2011 and on the MSD CRM 2013. Any
instructions or illustrations that differ between the two CRMs are noted, and content for both CRMs are
provided.

©Dun & Bradstreet, Inc. 2014 2-1
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You will be working within the Microsoft Dynamics CRM 2011 or CRM 2013 (On Demand or On Premise).
Take time to familiarize yourself with the operations of your Microsoft Dynamics CRM environment and the
location of the documentation. This information will help you successfully complete your tasks as a D&B360
Administrator.

If you are an existing D&B360 administrator user with Batch enabled, your entitlements carry over. You do
need to set them up again after you have completed the installation of D&B360 v3.0.

For instructions on configuring your Informatica Cloud account, see "Registering Your Informatica Cloud
Account for On Demand CRMs" on page 5-4, or see "Configuring the Secure Agent for an On-Premise
Installation" on page 5-14.

After you install v3.0, complete the following steps:

1. Inthe Home page window, click the Settings tab.

2. Click the Batch tab.

3. Inthe Batch Management window, click Batch Schedule.
4. Inthe Batch Credentials window:

a. Inthe User and Password fields, type the user name and password that you used to log on to your
Informatica Cloud account.

b. In the Connection Name field, type the connection name provided by Informatica Cloud.

5. Contact Informatica Support (support@informatica.com) if you have any problems or to request

deletion of the existing Org ID. All users that belong to this Org ID will also be deleted.

Note: During auto-registration, the Org ID will most likely be different from your previous Org
ID. Org IDs are generated automatically for all registrations.

For instructions on how to configure your batch credentials after D&B360 is installed, see "Managing
Batches and Installing the Informatica Cloud Secure Agent" on page 5-1.

Pre-Requisite

To prepare for when a user might want to install or upgrade D&B360, as the CRM deployment administrator,
you need to add any users who will run the installation or upgrade as deployment administrators.

« In the Select User window, type the appropriate information to add the user as a deployment
administrator, and then click OK.

©Dun & Bradstreet, Inc. 2014 2-2
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1))

File  Action \View Help

s e ? e

A Microsoft Dynamics CRM Name |
@ Deployment Administrators £ msdvm\Administrator
s#3 Organizations
aa Servers Mew Deployment Administrator...

View 4

|G| Refresh

Select this abject type: Help
= Ot Tres.|
From this location:
Imsd\rrn com Locations. .. |
Enter the object name to select (examples).
| Chiesk MNarmes |

Advanced... Cancel |

P

Changing Administrator-User Names and Passwords

To manage the connections that D&B360 maintains for integration with the CRM, D&B APIs, and Batch,
stores three sets of administrator user names and their associated passwords in the database. You can update
these credentials on the D&B360 user interface Settings tab.

If you anticipate that any of these three sets of credentials will change, we recommend that you update them
on D&B360 before you update them globally. In general, it is usually only the CRM password that will change.
Before you complete these steps, make sure you know the administrator user name and password change you
plan to make.

() Important Note: Be sure to update the user name and password credentials on D&B360 before you
make the change on the CRM.

1. Onthe Home page window, click Settings.

2. Onthe Admin window, click CRM Credentials.

©Dun & Bradstreet, Inc. 2014 2-3
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3.

©Dun & Bradstreet, Inc. 2014

Home | Build AList | Imports | Alerts | Settings m

Admin Data Management Role Configurations  Terms & Conditions About

Admin

Configuration

Country 1SO Code v

Edition: Tier 2 Trial Indicator: True
. . CRM Credentials
Entitlement Type: Custom Expiry Date: 11/12/14

Click CRM
Credentials.

Aar uiedentials

D&B Credentials

In the Configure Credentials window, click Change Password.

Configure Credentials

CRM Connection Credentials

IUser UserMame
Click Change
Change Password Password.

In the next Configure Credentials window that opens:

a.
b.

C.

d

In the User field, type the new user name.
In the Password field , type the new password.
In the Confirm Password field, retype the new password.

. Click Save.
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When complete, Save Cancel
click Save.

Configure Credentials

CRM Connection Credentials

User UserMame Typethe new
LSEer name.

Hide Password

Typethe new
Password | sessssess password.

Retype the new
passwaord.

Confirm Password

Note: For D&B360 to run, you must update the user’s credentials on the CRM.

5. Onthe CRM, click Settings, and in the System Area, click Administration.
6. On the Administration window, click Users.

7. Reset that user's User Name and Password.

Note: If for some reason an administrator user's credentials are updated on the CRM before you are able
to update them on D&B360, re-run the installer, and install only the Agent. At that point you can specify
new credentials. If you have any problems with this, contact D&B360 Customer Support.

Encryption Standards
D&B360 passwords are encrypted and stored in the database using password-based cryptography standards

(PKCS #5), which use MD5 and DES algorithms. The password used to encrypt and decrypt is stored in a secure
key on the production servers, which users do not have access to.

©Dun & Bradstreet, Inc. 2014 2-5


http://dnbus.force.com/support?prod=DNB360

D&B360 Administration and Installation Guide 2 Getting Started

Specifying the Requirements for Your CRM Environment

Before you install D&B360 in your CRM environment, verify that the environment meets the requirements
described in the following sections.

Hardware Requirements
Microsoft Dynamics CRM Server

The following table lists the minimum and recommended hardware requirements for Microsoft Dynamics
CRM Server running in a Full Server configuration. These requirements assume that additional components
such as Microsoft SOL Server, Microsoft SOL Server Reporting Services, SharePoint, or Microsoft Exchange Server
are not installed or running on the system.

Processor x64 architecture or compatible dual core | Quad-core x64 architecture 2 GHz CPU or
1.5 GHz processor higher such as AMD Opteron or Intel
Xeon systems
Memory 2 GB of RAM 8 GB or more of RAM
Hard Disk 10 GB of available hard disk space 40 GB or more of available hard disk
space
Note: Computers with more than 16
GB of RAM require more disk space Note: Computers with more than 16
for paging, hibernation, and dump GB of RAM require more disk space
files. for paging, hibernation, and dump
files.

Note: Actual requirements and product functionality might vary based on your system configuration and
operating system. Running Microsoft Dynamics CRM on a computer that has less than the recommended
requirements might result in inadequate performance. The minimum and recommended requirements are
based on 320-user load simulation tests.

For more information see: http://technet.microsoft.com/en-us/library/hh699840.aspx.

©Dun & Bradstreet, Inc. 2014 2-6
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Microsoft SOL Server for Microsoft Dynamics Server

Microsoft SOL Server database engine and Microsoft SOL Server Reporting Services are required to install and
run on premises versions of Microsoft Dynamics CRM 2011 or CRM 2013. The following table lists the
minimum and recommended hardware requirements for Microsoft SOL Server. These requirements assume
that additional components such as Microsoft Dynamics CRM Server, Microsoft SOL Server Reporting Services,
SharePoint, or Microsoft Exchange Server are not installed or running on the system.

Processor x64 architecture or compatible dual- | Quad-core x64 architecture 2 GHz CPU or
core 1.5 GHz processor higher such as AMD Opteron or Intel Xeon
systems
Memory 4 GB of RAM 16 GB or more of RAM
Hard Disk SAS RAID 5 or RAID 10 hard disk SAS RAID 5 or RAID 10 hard disk array
array

Note: Actual requirements and product functionality might vary based on your system configuration and
operating system. Maintaining Microsoft Dynamics CRM databases on a computer that has less than the
recommended requirements may result in inadequate performance. The minimum and recommended
requirements are based on 320-user load simulation tests.

For more information, see: http://technet.microsoft.com/en-us/library/hh699808.aspx

Other Requirements

Client Operating Systems

Windows 7, Windows Server 2008 R2, Windows Server 2008 Service Pack 2,
Windows Vista Service Pack 2

Browser

Internet Explorer 9 and Chrome

Server Operating Systems

e On Premise Only: Microsoft Windows Server 2008 Standard x64 SP2
or later
e Microsoft Windows Server 2008 R2

Databases

e On Premise Only: Microsoft SOL Server 2008 Standard x64 SP1 or
later
e Microsoft SQL Server 2008 R2

©Dun & Bradstreet, Inc. 2014
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MS Dynamics Configuration | The Microsoft Dynamics CRM Deployment Manager allows administrators
to set the web addresses for the:

o Web Application Server

o Organization Web Service
» Discovery Web Service

o Deployment Web Service

For D&B360, these services need to be set to the same URL:

o All machines and users that will access the MSD CRM should be able
to resolve this URL.

o As a best practice, D&B recommends that all of the URLs in the
deployment manager be the same as the URL that users will use to
access the CRM.

On Premise Only Access to https://dnb360agent.hoovers.com required. You must add this
URL to your Trusted Sites. For steps on how to do this, See "Adding the
dnb360agent to Your IE Browser Trusted Sites" on page 2-9.

Server Operating Systems Microsoft Windows server 2008 (Standard, Enterprise, Datacenter) x64 SP2
or later; Microsoft Windows Web Server 2008 x64 SP2 or later; Microsoft
Windows Small Business Server 2008 (Standard, Premium) x64 or later*

©Dun & Bradstreet, Inc. 2014 2-8
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Adding the dnb360agent to Your IE Browser Trusted Sites

1. Inthe Internet Explorer browser window, click the Tools menu and select Internet Options.

| E internet expl...

Print

File

Zoom (95%)
Safety

Add site to Start menu

View downloads
Manage add-ons

F12 developer tools

AL

Ctrl+)

Go to pinned sites
Select Intermet
Internet options Options.

2. Inthe Internet Options window, select the Security tab, click Trusted Sites, and then click Sites.

General | Security |F'ri".-'au::5-I | Content I Connections I Programs I Advance

Select a zone to view or change security settings

o .

F 4

¥

v

Internet Local intranet  Trusted sites

cites.

Restricted
gites

Click Trusted

I Click Sites.

Trusted sites

This zone contains websites that you
trust not to damage your computer or
your files,

You have websites in this zone,

©Dun & Bradstreet, Inc. 2014
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3. Inthe Trusted Sites window, Add this website to the zone field, enter or copy and paste
https://dnb360agent.hoovers.com/.

4. Click Add, then Close.

Tt s —— | S

You can add and remove websites from this zone, All websites in
v this zone will use the zone's security settings.

Add the URL and )

click Add.
Add this website to the zone: V
https://dnb3&0agent.hoovers.com/| Add
Websites:
*, 8Mazonaws. com - Remove

*= content. force.com | B
*.dnb.com
* galesforce.com

T dmiem] Eomon oo -

[¥] Require server verification (https:) for all sites in this zone

Close

Other Applications that Must Reside on Your Installation Computer

The following applications must reside on the machine where you install D&B360 for Microsoft Dynamics
CRM:

e .Net Framework 4.0 — http://www.microsoft.com/download/en/details.aspx?displaylang=en&id=17851
e Windows Identity Foundation —
http://www.microsoft.com/download/en/details.aspx?displaylang=en&id=17331
« Select the appropriate version for your machine:
e X86 = 32-bit, x64 = 64-bit
¢ Windows6.0 = Vista/Server 2008, Windows6.1 = Windows 7/Server 2008 R2

Actual requirements and product functionality may vary based on your system configuration and operating
system.

©Dun & Bradstreet, Inc. 2014 2-10
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Settingthe Country ISOCode ... .o 3-8
Customizing the Account Record to Include D&B360+ ... ... ... ... . 39
Upgrading from a Previous Version ... . 3-12
Performing the Register Agent Option . ... il 3-14
Uninstalling DB 360 . ... 3-18
Resetting Your Credentials .. ... . L 3-19
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Upgrading to MSD CRM 2003 L e 3-22

Starting the Installer

Note: We recommend that you create a dedicated CRM user to install D&B360. This user should have
these CRM roles: For On Demand (Windows Live and Office 365) the user who installs D&B360 must be
assigned the roles of System Administrator and Delegate. For On Premise and CRM Internet Facing
Deployment (IFD), the user who installs D&B360 must be assigned the roles of System Administrator,
Delegate, and Deployment Administrator.

The steps for installing D&B360 are the same for CRM 2011 and CRM 2013. The only difference is that for
CRM 2013, the installation process windows display the name: D&B360 for Microsoft Dynamics CRM Orion.

Complete the following steps if you are doing any of the following:

©Dun & Bradstreet, Inc. 2014 3-1
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Installing D&B360 for the first time

Upgrading D&B360 from the previous version

Registering your agent

Uninstalling the application

1. Download the installer from https://dnbinsight.dnb.com/RegisterforDNB360/mainlaunchpage.htm, and

extract the file to your local directory.
Doacuments library

1] DAE60 hou Microsolt Crynamics CRi 38
w T Maliratalie
e DB Utities.di

. RESTURbty. 8l
IlEnarake exe
DS 300 fow Whiradolt Dymarmics CRM 30080
% emscosoft e sdiedil
% pracrosoft. cem. e pemny

2. Double-click D&B360 for Microsoft Dynamics 3.0 to launch the installer.
3. Inthe D&B360 for Microsoft Dynamics CRM Welcome window , click Next.

F MBI 380 or Micrusele Cynarmees CRMTE T e b g

STOP LOOKING. START SEEING.

Welcame to the installer wizard for D&B360

Completing the CRM Connection Data

1. Inthe CRM Connection Data window, complete this information. See the illustration that follows.

©Dun & Bradstreet, Inc. 2014 3-2
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a. Inthe Connect type field, select one of the following: Microsoft Dynamics CRM On Premise,
Microsoft Dynamics CRM On Demand, Microsoft Dynamics CRM Office 365, or Microsoft
Dynamics CRM IFD.

b. In the User Name and Password fields, type your user name and password.

o For CRM On Premise and for CRM Internet Facing Deployment (IFD), type the credentials
that you use to access Microsoft Dynamic, for example, yourdomain\yourusername.

o For CRM On Demand (also called CRM Online or CRM Live), type the credentials that you
use to access Microsoft Dynamics, for example, yourusername@yourorganization.com. —
or youremail@email.com.

o For CRM Office 365, type the credentials that you use to access Microsoft Dynamic, for
example, username@organizationname.onmicrosoft.com.

c. Inthe Server URL field, type the URL for the server where CRM is installed, or the URL that you use to

access your CRM.

« For CRM On Premise, the server name is http(s)://servername.
o For CRM On Demand, the server name is https://organizationname.crm.dynamics.com

e For CRM IFD, the server name is https://organizationname.domain.com.
d. In the Organization field, type the name of the CRM organization you want to install:

e For CRM On Premise deployments, get the organization name from the URL, for example,
http://servername/orgname.

e For CRM On Demand, the organization name would be, for example,
https://yourorganization.crm.dynamics.com.

e For CRM IFD, the organization name would be, for example,
https://organizationname.domain.com.
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2.

b

CRM Connection Data

User Name:

Passward: CDmFlIE‘E'H"IiS
information.

Server URL:

Connect type, User Name, Password, Server URL and
Organization are required.

| Previous

After you finish completing all fields, click Connect to establish CRM connectivity.

The installer checks CRM connectivity.

1 DRB30 o Microoht Dymamics COA™ M T (oo

Dé&B

CRM Connection Data

| 2% Checking CAM connectivity..
T
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If the installer is unable to make the connection, an error message that the process was unable to
establish a session with the CRM displays.

3. Retype your credentials, and then click Connect again.

E D&B360 for Microsoft Dyﬂam.ics_CR_hl— =

i ‘-.: =

CRM Connection Data

Connect type: | e e

Uszer Mame: admin@30installer.onmicrosoft.com
Server URL: hitps://30installer.crm.dynamics.com

Organization: Jinstaller

* Could not establish session with CRM, Please review your
connection data and try again or contact your System
Administrator.

An unsecured or incorrectly secured fault was received from
the other party. See the inner FaultException for the fault i

m

Click Connect
again.

4. After the installer successfully makes the connection, in the CRM Connection Data window, click Next.
o e il

Cannect type:
User Bame:
Passwaed:

Senver URL:

DOrganization:

" Connection to CAM was successhul

| Cancel
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Installing for the First Time or Upgrading Your Software

If you are installing D&B360 for the first time, or if you are upgrading from a previous version, complete these
steps. If you are registering an agent, See "Performing the Register Agent Option" on page 3-14. If you are
uninstalling your software, see "Uninstalling D&B360" on page 3-18.

Note: Before you upgrade D&B360, to correctly see the new D&B360 user interface, your CRM user profile
must include a D&B360 admin role. For a first time installation, after you have completed the installation
steps, you need to add yourself as a D&B360 admin through the CRM.

1. Inthe D&B360 for Microsoft Dynamics CRM window that opens after you completed the
CRM Connection steps:

a. Inthe Installer options area, click to select Install / Upgrade D&B360.
b. In the User Name field, enter the user name that D&B provided to you.
c. Inthe Password field, enter the password that D&B provided to you.

d. In the Confirm Password field, re-enter the password.

e. Inthe Agent URL field, enter the URL path that D&B provided to you. If you are installing to a Stand
Alone agent, use the URL path to the Stand Alone Server.

If you are installing D&B360 for the first time, this window will display only the option to Install /
Upgrade D&B360.

8 D&B360 for Microsoft Dynamics CRM =1

= g g
el
T

Installer options

Click Install /
(& Install / Upgrade D&B360 Upgrade D&B360.
' Register Agent D&B360

€ Uninstall D&E360

Complete these
ields.

D&B360 Agent

User Name:

-
=N

Password:

Agent URL: https://dnb360agent.hoovers.com/DNB360UIAgent

User Name, Password, Confirm Password and Agent URL are required.

Confirm Password:

Note: To avoid problems, verify your input before you click Next. Make sure you have typed and spelled
everything correctly, and that you've not added any extra spaces at the beginning or end of the input.
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2. Click Next.

78 D&B360 for Microsoft Dynamics CRM o ] e |

=y
S
==t

Installer options

% 1nstall / Upgrade D&B360

D&B360 Agent
User Name: A3BEBFE4-11FB-1F39-8355-5851D073F383

Password:

Confirm Password:

Agent URL: http://dnb360agent. hoovers.com/DNBE360UTAgent

3. Inthe Terms and Conditions window, click Accept to agree to the Terms and Conditions.

B DB 360 for Microsoh Dynamics CRM _— o

Ty

Trial Terms and Conditiors for DEBIG (Third Party OD CRM Provider Trial)
Trisl Terms amd Conditeans (the “Agreemant”)

FLEASE READ THE FOLLOWING TERMS AND CONDATIONS EEFORE COMTINUERG. BY CONTENUING,
YU AGREE TO THE TERMS AND COMNDITIONS SET OUT BELCW, IF WiOU HAVE ENTERED INTO A
SEPARATE QORDER 'WITH D&E FOR THE D&B350 SERVICE THEM THESE TRIAL TERMS AND
COMDITEONS DO NOT APPLY,

Pursiant ta the free triad {the “Trial") for which you have registered, Dun & B l-ﬂ-s'lrm Inc ° NBj
shall rravioe avaslable to you, the customer {Customer”) business imformationSiaks v
senvioes (the Infermnation and senaces together, the “Senaces ") The fatis

shall apply to Customer's use of the Services, provided that of Customer hy C||ck Acce I].t
master agreement with D&E. the corficting and sddibonad terms and oo

agreement shall zonnol.

F‘!l"-n'n_n.. | Accept I

The D&B360 installation process begins. As the installation process runs, the Installer Progress window
displays check marks for each item in the installation list they are completed.

4. After the installation is completed, click Finish.
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Installer Progress

This installation will take approximately 10 minutes, based on your connection speed. The
D&:B360 Installer is processing tasks on your CRM server, please do not close the Installer.

«w Importing D&EB360 solution

' D&E360 writing settings

« D&EB360 credentials registration

« D&B360 CRM credentials registration
W D&B360 account configuration

L D&B360 roles configuration

If you have Microsoft Dynamics CRM open in your browser, please logout and login again to

view the changes
w Finish

5. If the CRM is open in a browser window, for the changes to take effect, you must log out and log on

again.

You might need to wait a few minutes for the changes to take effect.

Note: If you are upgrading from a previous version, see "Upgrading from a Previous Version" on
page 3-12.

Setting the Country ISO Code

1. From the Home page window, click Settings, which opens to the Admin tab.

Home | Build A List | Imports | Settings
Admin Batch
Admin

2. Inthe Configuration area, Country field, selected Description or ISO Code. This specifies whether
countries are imported into the CRM as a full description or a 2-digit ISO code.
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Configuration
select
S Description or
Count ; -
ry Description e

Description
Edition: Tier 3 | Indicator: True

IS0 Code

3. Click Save.

Customizing the Account Record to Include D&B360+

1. Inthe MSD CRM window main menu, select Settings, and then Customizations.

2. Click Customize the System.

Customization

Which feature would you like to work with?

. Click Customize .
Customize the System the System. "= | Publishers
Create, modify, ar delete componen n. 3 e‘ Create, modify ar delete a solution publisher,

Components include entities, fields, relationships, forms,
reports, processes, and others,

Solutions Developer Resources
Create, modify, export, or import a managed or unmanaged View infarmation or download files that help you develop

solution, applications and extensions far Microsoft Dynamics CRM,

3. Inthe Solution Default Solution list, select Entities, and then Account.

Solution Default Solution
Component Type  Entity

& New | X Delete | [y Publish

Components celect
- [ Entities — v | Display Name
=H option sets ~ Select I

E Account Account.

ylnfurmatinn

'g(:lient Extensions
|ﬂ Web Resources |z| Ad:{ Account h
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4.

5.

6.

Select Forms, then Account.

Solution Default Solution System Forms Active Forms v
EE =
EE Components — New~ | X | & Enable Security
4 [ Entities
4 5 Account Mame
= Select Forms.
Farms Information
= Views . celect
filj Charts Account Account.
Fields
E e o Infnr| Account i

In the Field Explorer area, Filter field, select Custom Fields.

" Solution: Default Solution Field Explorer >
Form:  Account )
Filter All Fields (=]
411 Fields
R ricater | oty s S rre—
IEAnnuaI Revenue EE Mo. of Employees EEE Cwner * mber Custom
jLonnus mevenue w0 O -mpoyees lewner t Rating

] Address1

Use your cursor to select and drag D&B Company from the Filter list to the area on the window layout

where you want this to display on the user interface.

._|| Solution: Default Solution
Form:  Account
& Header I

Select D&B
Company.

E ACCOUNT
 INFORMATION

IEEAccount

i Mame *

Drag D&B Company
where you want it to
display on the UL

C

i =] D&B Company L

©Dun & Bradstreet, Inc. 2014
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Only show unused fields
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i ACCOUNT
' INFORMATION

____________________

7. Click Save and close the form window.

When you select an account in the CRM window, the D&B Company field displays.

A Micresoll Dynamics CRM . iy
| ﬂ CEM for Oubiool e how DI For Dulicok sk yos $vms. mank prodecive
+nile [ CEASTVATL &) CodedCT - T 2D TO AR TG | 28 wilie
ACCOUNT =

AMERICAN EXPRESS COMPANY

Summary

ACCOLMT INFORMATION POSTS
AMERIAN EXPEESS COMTFANT

Boih

. AMERICAN EXPRESS C
B Accouns Craated By pas
AMAFRICAN EXPRESS CF

AMERRUAM EAFRLSS CLOMEANY

D&B Company
ADDRESS field displays.

Mew Yok
3
LOTES - 00T
LISk
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Upgrading from a Previous Version
To complete your upgrade from a previous version, you need to deactivate the plug-ins on the CRM.

1. On your CRM browser window, click Settings.

2. Inthe Settings, Customization area, click Customizations.

Settings Gy G3-
4 Business
(i Business Management
;] Templates
(5 Product Catalog
4 System

.':J Administration
|f' Data Management
E'& System Jobs
_z}! Document Management
_.:} Auditing
# Customization

| L3 customizstions |

f{:l ick Customizations. J

4 Process Center
i. Processes

Workplace
Sales
Marketing
Service

Settings
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3. Inthe Customization window, click Customize the System.

e
;@Ju?ﬁ

5 pam ASVntid
Aty . Eeorid.  Dala Fnd

ﬂml'hrhﬂhnl See ingw CRM for Dutiook mukes you £ven mone procuctive. Gt CEM o

Settings o 58- Custemization
o Cunbesmizabicen -
jw Which feature would you like to work with?

-P- S ; =
4 5""‘“"“" o g :“m the System lick C:st:!mlze
Feile, oSy, &F deisle DB '“IE m.
- Proonss Contne relstonshins, oL, FEODnE, Do i

e Solutions
Cepabe. mogify, g, o impon, & manasged of of

?

4. Inthe Components list on the left, Plug-in Assemblies list, select SDK Message Processing Steps.

5. Inthe View menu on the top right, select All.

6. Inthe SDK Message Processing Steps, click Name to sort the results.

celect View

+ Bolution: Dedsult Solutian
Fd | Sdk Message Processing Steps

Solution Defaslt Sohution

mmlhl Liisape FrOcesEng Sheg

| B et
Irrtes
[l Cagfigr Serts
L [y e
#) o Rraswctn
T Froomn

& Lo Select SDK Message

Ao T Processing 5teps. ‘ -‘ : .

1. 3Tod 27 QT vewcted)
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7. From the Name list, look for and select all steps that begin with DnB360.CRM.Plugins except for the
DnB360.Plugins.SecurityPlugin.

() Important Note: Do not select DnB360.Plugins.SecurityPlugin. This plug-in is for v3.0 and must
remain in the list.

There are 27 total plugins that start with DnB360.CRM.Plugins. You should select 27.
8. Click Deactivate.

9. Verify that the only remaining active plugin is DnB360.Plugins.SecurityPlugin.

Iy Sdk Message Processing Steps

Senbufires Dhrfss® Sodution
Comgpaner Type | Lok Ve Procers o e |

¥ irdormakic
& mowto Rege Stemn | X Dewe | ) Ay D) Dmstvee. | oF Show Depenaircn 5 Maragad Fropee Wiore Aot
a L=ty

whiaLagE Lorinnce Prvwry Duiert Tpe Code

Beomse DB Py e P Bt R :.T_:Jr' VEnﬁrthat
g et ~ DnB360_Plugins SecurityPlugin is
| in the list.

| S L FrOCESENG S Ik
-

e

Performing the Register Agent Option

The Register Agent D&B360 option updates the following values, without installing the solution again:

o D&B360 Writing Settings

D&B360 Credential Registration (MaxCV)

D&B360 CRM Credentials Registration

e D&B360 Account Configuration

D&B360 Role Configuration
After D&B360 has been installed on your CRM, these options display on the Installer options window.

« Install/Upgrade D&B360
« Register Agent D&B360
e Uninstall D&B360

1. Inthe D&B360 for Microsoft Dynamics CRM window Installer options area, select Register Agent
D&B360.

2. In the D&B360 for Microsoft Dynamics CRM window D&B360 Agent area:
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a. Inthe User Name field, type or enter the user name that D&B provided to you.

b. In the Password field, type or enter the password that D&B provided to you.

c. Inthe Confirm Password field, retype the password.

d. Inthe Agent URL field, type or enter the URL path that D&B provided to you.
3. Inthe Installer Options / D&B360 Agent window, click Next.

s D&B360 for Microsoft Dynamics CRM o ] 24
|

J

-

R N
i

Installer options

" Install / Upgrade D&B360
(= Register Agent D&B360
€ Uninstall D3E360
D&B360 Agent
User Name: A3BEBFB4-41FB-4F39-8355-5851D073F383

Passivord: e —

Confirm Password:

Agent URL: htips://dnb360agent.hoovers.com/DNB360UTAgent

4. Inthe Trial Terms and Conditions window, click Accept.
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I DB364 for Micrasoh Dynaeics CRM _— o

P o
| = )

Trial Terms and Conditions for DEB350 [Third Party OO0 CRM Prosader Tral) « |
Trial Terms and Conditaors (the "Agreement”)

PLEASE READ THE FOLLOWING TERMS AND CONDITIONS BEFORE CONTINUENG. By CONTINUING,
WA AGREE T THE TERMS AND CONDITIONS SET OUT BELOW, IF ¥OU HAVE ERTERED INTO A
SEPARATE ORDER WITH DEE FOR THE DE:BI60 SERVICE THEN THESE TRIAL TERMS. AND
COMDITRONS DO NOT APPLY

Pursiaaat to the free trial (the “Teal") for winch you have registered, Dun & EBradutreet, Inc. TD&ET
shall maice svasiable to you, the customer [Mlustomer™) business mformation [Tnformaban’] and

sennces (the lnformation and sendces together, the “Senaces’) The fol
shall apply to Customer's use of the Services, provided that o Custon
master sgreemant with DEE, the conflicting and sdditranal terms and
agngement shall coninol

= Aecept | | Eaneei |
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The Register Agent D&B360 Installer process runs. The Installer Progress window displays check marks
for each item in the installation list as they are completed.

BB D&E 360 for Microsoht Dymamics CAM .|

ocraen® 00

DsB

Installer Progress

This instalation will take approximately I minutes, based on your connection speed. The
DEBIED Instalber B prodessing tasks on your CRM server, please do nol dlose the Enatadles.

L DRE3I5D writing settings

v DEBIED credentialy registratean
D& BILD CRM cradentals regatraton
DB 350 acoount configuration

DEEIED roles confguraton

5. After the installation is complete, in the Installer Progress window, click Finish.

B8] D&B360 for Microsoft Dynamics CRM L= ] o

Installer Progress

This installation will take approximately 2 minutes, based on your connection speed. The
D&:B360 Installer is processing tasks on your CRM server, please do not close the Installer.

L D&B360 writing settings

v D&B360 credentials registration

L D&B360 CRM credentials registration
L D&B3680 account configuration

-4 D&EB360 rales configuration

=
Finish |

6. If the CRM is open in a browser window, for the changes to take effect, you must log out and log on
again.
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Uninstalling D&B360

1. Inthe Installer Options window, click Uninstall D&B360.
After you click Uninstall D&B360, the D&B360 Agent area does not display on the window.
2. Click Next.

B DAB360 for Microsoft Dynamics CRM b -

D&B.

Installer options

Install / Upgrade D&B3E0

Regest nt DEEIS0
81 g ;.ﬂ.l-;g;;,w Click Uninstall
SRR DRB360.

[Previous | [ Nea | [ Cancel |

The D&B360 Uninstall process displays a check mark if the uninstall process was successful, or an X if it
failed. The Finish button displays.

3. Click Finish.

©Dun & Bradstreet, Inc. 2014 3-18



D&B360 Administration and Installation Guide 3 Installing D&B360

P DBE360 for Microsoft Dynamics CRM | o

Uninstall Progress

This uninstallation will take approximately five minutes. The DEB360 Installer is processing
tasks on your CRM server, please do not close the Installer.

' Unenstalling D&B360 solubon

Click Finis h.

e

4. If the CRM is open in a browser window, for the changes to take effect, you must log out and log on
again.

You need to wait a few minutes for the uninstall process to complete.

For troubleshooting help when uninstalling D&B360, see "Resolving Installation Issues" on page 8-1.

Resetting Your Credentials

As an administrator user, if your CRM or API credentials change after you have installed D&B360 for an ORG,
you can change the credentials in the D&B360 user interface. You don't need to reinstall the software.

Note: For this release, resetting your D&B Credentials would be unnecessary.

1. From the Home page window, select Settings and then Admin.
2. To reset your credentials, click CRM Credentials, or APl Credentials.

Contact Customer Support for help with this step if you need to.
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Home | Build AList | Imports | Settings 9

Data Management Role Configurations  Terms & Conditions About

Admin

Configuration

Country Description M

Click to reset your
credentials.

Edition: Tier 3 Trial Indicator: True
CRM Credentials APl Credentials D&B Credentials
Entitlement Type: Custom Expiry Date: 12/31/14

3. Inthe CRM Credentials window, type or enter your User information and click Change Password to
reset your password.

4. Click Save.

Configure Credentials

CRM Connection Credentials

User | MSDDNB380AmMIn| |

Hide Password Complete these
fields.

Password ssssssEEs

Confirm Password

5. Inthe API Credentials window, type or enter your User information and click Change Password to reset
your password.
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w Save Cancel

Configure Credentials

API Credentials

User | AF’IAdmin@company.com| |

Completethese
fields.

Password | sseeeseees

Confirm Password

Accessing the Installer to Upgrade D&B 360 and MSD CRM

Access the D&B360 Registration Site and click to select the installation package you want to install.

Note: Microsoft has to upgrade your CRM from 2011 to 2013 before you can install a D&B360 package
for CRM 2013.
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D&B360 Installation Packages

D&B360 Solutions

D&B380 is available for the following CRM platforms. Seled your platform below:

D&B3E0 for Microsoft Dynamice CRM 2011 On-Demand

D&B3E0 for Microsoft Dynamics CRM 2011 On-Premise

D&B360 for Microsoft Dynamics CRM 2013 On-Demand

D&B3E0 for Microsoft Dynamics CRM 2013 On-Premise

Need Help? Customer Support | Admin Training | User Training

In the D&B360 for Microsoft Dynamics CRM window that you chose, click Download to install the
installation zip file to your computer.

e If you are a new D&B360 customer and want to install D&B360 v3.0 to run on MSD CRM 2011, use
the 2011 installer and see "Installing D&B360" on page 3-1.

e If you are an existing D&B360 2.3 customer and you want to upgrade to D&B360 v3.0 and continue to
use MSD CRM 2011, use the 2011 Installer. For more information, see "Installing D&B360" on page 3-
1.

« If you are a new D&B360 customer, have just installed D&B360 v3.0 to run on MSD CRM 2011, and
you want to use MSD CRM 2013, after Microsoft has completed your upgrade to CRM 2013, you
would use the 2013 Installer. For more information, see "Upgrading to MSD CRM 2013" on page 3-22.

o If you are already using MSD CRM 2013, and want to install D&B360 v3.0 for the first time, use the
2013 installer and See "Installing D&B360" on page 3-1.

Upgrading to MSD CRM 2013

After Microsoft has completed your upgrade to CRM 2013, you can then run the D&B360 v3.0 2013 installer.
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e Run the 2013 Installer using the Install Upgrade option.

After the application has finished installing, your CRM window displays as follows:

WORKEPLACE

P R Fif

Microsoft Dynamics CHM| j. l' l
First things first

Tishor o quabeci N B ot Py o'
rramche Ehbigs paier fos you

| R
- ¥
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Providing D&B Access to Microsoft Dynamics CRM Users

By default, all Microsoft Dynamics CRM administrators have access to D&B360. Two security roles are always
included in the D&B360 application: D&B360 Administrator and D&B360 User.

For existing users who need access to the D&B360 application to complete any required configurations, as the
Microsoft Dynamics CRM administrator, you need to add the D&B360 Administrator security role to their
current security role assignments.

For existing users who have responsibilities within D&B360, you need to assign the D&B User role.

Assigning Roles to Users

Assigning Roles in the CRM

1. Inthe CRM window, click Settings.
2. In the System menu, select Administration.

3. Inthe Administration window, click Users.
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Settings Administration

a Ge-

4 Business

(2 Business Management Which feature would you like to work with?

ﬂ Templates
L__;' Product Catalog

Announcements

Create, edit, and delete announcements that appear in
the Waorkplace area.

Select
Administration.

Business Units

Add new business units, Edit and deactivate existing
business units, Change the parent business unit,

Z

4 System
IEJ Administration
[’j‘;' Data Management
@* System Jobs
L::,j Document Management
¥ Auditing

4 Customization
._E Customizations

3.? Solutions

._-Q Dynamics Marketplace Security Roles

Create new security roles. Manage and delete existing

security roles for your arganization.
Gelect Users. .
Teams

Add new teams and new members to existing teams.
Modify the team description and delete members from
teams.

4 Process Center
i Processes

il
9;/
o2 8

From the Enabled Users list, select a user whose roles you want to configure.
You configure users one at a time.

In the CRM User menu, click Manage Roles.

User Customize
% Save & Mew = @ Reassign Records Change Business Unit
] Disable % % &7 Manage Roles ager
Save & prl:n.re Reject
Close mall E-mail &% join Teams
Save Actions
Gn l__ User
ral . U N
P ser Name

In the Manage User Roles window, Role Name list:

a. Select D&B360 Administrator only for administrators that you want to have permission to navigate

to the Settings tab.
b. Select D&B360 User for all users who need access to D&B360.

In addition to D&B360 User, you need to assign users to at least one other CRM role, for example

assign D&B360 User and Sales Manager to a user.
c. Click OK.
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Manage User Roles

What roles would you like to apply to the 1 User you have selected?

Role Mame

[T admin User

[ &l Access to 360

[ artura Role test

[ careUserEdit

[] careUserFull

[ careUserview

[[] CED-Business Manager
[F] CSR Manager

[ Custamer Service Representative
[¥]D&E380 Administrator
[#]D&B380 User
[F]Delegate

[ marketing Manager
[CIMarketing Professional
[T]sales Manager

Business Unit

Business LUnit Mame
Business Unit Mame
Business LUnit Mame
Business Unit Mame
Business Unit Mame
Business LUnit Mame
Business Unit Mame
Business Unit Mame
Business LUnit Mame
Business Unit Name
Business Lnit Mame
Business Unit Mame
Business Lnit Name
Business Unit Mame

Business Unit Mame

m

oK

Cancel

7. Inthe CRM window, click Save.

Assigning D&B360 Roles

Recommended Instructions

¢ Assign the D&B360 User role to all users who need access to D&B360. Users must be assigned the
D&B360 User role to access D&B360.

« Assign the D&B360 Administrator role to any users who need permission to navigate to the Settings
tab. The Settings tab is where administrators perform configuration, batch, data management, and
role configuration tasks.

e Make sure that in addition to D&B360 User, you assign users to at least one other CRM role.

o First deselect all settings in the Role Settings area for the D&B360 User role except for Role has access
to D&B360. By leaving this setting selected, any settings you select will apply to all D&B360 users.
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« Deselect all D&B360 Administrator settings except Role has access to D&B360. By leaving this setting
selected, any settings you select will apply to all D&B360 administrators.

« For the other roles in the list, select any additional settings to give users access to those features.

For more information about each role setting, see "Role Settings" on page 4-6.

Steps for Configuring your CRM Roles with D&B360 Features

Before you can configure CRM roles with D&B360 settings for the D&B360 User and D&B360 Administrator,
deselect all of the role settings, except for Role has access to D&B360.

1. Onthe D&B360 Home page window, click Settings.
2. In the Settings window, click Role Configurations.

3. Inthe Role Configurations window, select D&B360 User.

Home | Build A List | Imports | Settings o

Admin Batch Data Management Role Configurations

Role Configurations

D&B360 Administrator b &

Select DBB360
D&B360 User & User.

4. Inthe Role Settings - D&B360 User area, Data Management and Screens areas, click each check box
to deselect all of the settings.
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Role Settings - D&B360 User

Role has access to D&B 360
Click each check boxto
DETENNENER ) (8 deselect all settings.
Link D&B Data to Accounts - Add Accounts and link, edit, or remove D&B data
Link D&B Data to Contacts - Add Contacts and link, edit, or remove D&B data
Link D&B Data to Leads - Add Leads and link, edit, or remove D&B data
Add Multiple Records - Add multiple records at a time
Prevent Ssame-Object Duplicates - Prevent duplicate records for a company or person

Enable Refresh - Refresh D&B data on linked records

Build-A-List
Find Similar Companies

5. Inthe Roles list, select another CRM role that you have already assigned to a user, for example Sales
Manager.

The following steps are an example of a D&B360 user who is also assigned the role of Sales Manager.
Apply these steps to whichever role the user has in addition to D&B360 User:

6. Inthe Role Settings - Sales Manager list, select Role has access to D&B360.

Role Settings - D&B360 User

) B

7. Inthe Data Management and Screens lists, leave each setting selected that you want Sales Manager

Role has access to D&B 360

role users to have permissions for.

8. Deselect the settings you do not want Sales Manager role users to have permissions for.
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Select or deselect settings.

Data Management

Link D&B Data to Accounts - Add Accounts and link, edit, or remove D&B data

Link D&B Data to Contacts - Add Contacts and link, edit, or remove D&B data

Link D&B Data to Leads - Add Leads and link, edit, or remove D&B data

Add Multiple Records - Add multiple records at a time

Prevent Same-Object Duplicates - Prevent duplicate records for a company or person

Enable Refresh - Refresh D&E data on linked records

Build-A-List
Find Similar Companies

See the following table for descriptions of the user roles and settings.

Note: Only someone who is assigned the role of administrator is authorized to configure settings. After
you have been assigned the role of D&B360 Administrator, you can configure the D&B360 settings.

Role Settings — D&B360 User
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Role has
access to
D&B360

If you select this setting for the D&B360
Role, and the D&B360 User Role is
assigned to a user, that user can access
D&B360.

If you select this setting for any other roles,
you can configure the remaining settings
for those roles. The setting that you set
applies to all users who are assigned those
roles.

If you deselect this setting for the D&B360 Role,
the user cannot access D&B360 whether this role is
assigned to a user or not.

If you deselect this setting for additional roles, you
cannot configure the remaining settings for those
roles. Any settings that you previously configured
for those roles will not be applied.

Data Management

Link D&B | If you select this setting for one or more of | If you deselect this setting for all of a user’s roles,
Datato |a user's roles, the user can add companies | the user cannot add companies as Accounts, link
Accounts | as Accounts, link companies to existing | companies to existing Accounts, refresh D&B data
Accounts, refresh D&B data for Accounts if for Accounts, or unlink D&B data from accounts.
that user also has Enable Refresh
Kicr:?ulfsclson, and unlink D&8 data from If a user has permission to link D&B Data to
' Contacts but not to Accounts, the user is unable to
add a Contact when doing so would result in the
creation of a new Account.
Link D&B | If you select this setting for one or more of | If you deselect this setting for all of a user’s roles,
Data to a user’s roles, the user can add people as the user cannot add people as Contacts, link people
Contacts to existing Contacts, refresh D&B data for

Contacts, link people to existing Contacts,
refresh D&B data for Contacts if user also
has the Enable Refresh permission, and
unlink D&B data from Contacts.

If a user has permission to link D&B Data
to Contacts but does not to Accounts, the
user cannot add a Contact when doing so
would result in the creation of a new
Account.

Contacts, or unlink D&B data from Contacts.
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Link D&B | If you select this setting for one or more of | If you deselect this setting for all of a user’s roles,
Data to a user's roles, the user can add companies | the user does not have permission to link D&B
Leads as Leads, link companies to existing Leads, | data to Leads. The user will be prevented from
refresh D&B data for Leads if that user adding people or companies as Leads, linking
also has Enable Refresh permission, and people or companies to existing Leads, refreshing
unlink D&B data from Leads. D&B data for Leads, and unlinking D&B data from
Leads.
Add If this setting is selected for one or more of | If this setting is deselected for all of a user’s roles,
Multiple | a user’s roles, the user has permission to the user does not have permission to add multiple
Records add multiple records at a time using the records at a time and the user is unable to view the
Add Selected button at the bottom of the | import queue.
results page. The user can view these
records in the import queue.
Prevent | If you select this setting for one or more of | If you deselect this setting for all of a user’s roles,
Same- a user’s roles, the user is prevented from the user can add duplicate records of the same
Object adding duplicate records of the same type. | tyPe-
Duplicates

o If a company already exists as an
Account in the CRM, the user will
be prevented from adding the
company as an Account or linking
the company to a Account.

o If a person already exists as a
Contact in the CRM, the user will
be prevented from adding the
person as a Contact or linking the
person to a Contact.

« If a person or company already
exists as a Lead in the CRM, the
user will be prevented from adding
the person or company as a Lead or
linking the person or company to a
Lead.
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Enable If you select this setting for one or more of | If you deselect this setting for all of a user’s roles,
Refresh a user’s roles, the user has permission to the user is unable to refresh D&B data for any
refresh D&B data for Accounts, Leads, and | fecords.

Contacts by using the Check for Updates
button.

This setting applies only to records that the
user has permission to link, through the
Link D&B Data to Accounts, Link D&B Data
to Contacts, and Link D&B Data to Leads

settings.
Screens
Build-A- | If you select this setting for one or more of | If you deselect this setting for all of a user’s roles,
List a user’s roles, the user can use Build-A-List. | the user is prevented from using Build-A-List or
Find Similar.
Find If you select this setting for one or more of | If you deselect this setting for all of a user’s roles,
Similar a user’s roles and the user also has the user is unable to use Find Similar.
Comp- permission to use Build-A-List, the user can
anies use Find Similar.
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Restarting the Secure Agent L. 5-45

Note: If you are installing Microsoft Dynamics CRM for On Demand, also known as CRM Online or CRM
Live, see "Registering Your Informatica Cloud Account for On Demand CRMs" on page 5-4.

Note: If you are installing Microsoft Dynamics CRM for On Premise, also known as CRM Active Directory,
see "Configuring the Secure Agent for an On-Premise Installation" on page 5-14.

Overview of Batch Processing

Two batch jobs are available through D&B360:

o New Batch — Use to associate existing Microsoft Dynamics accounts with a valid D-U-N-S record.
New Batch chooses accounts from Microsoft Dynamics and sends the account name and address to
D&B for potential cleanse, match, and append processes. After D&B returns the batch records, the
accounts in Microsoft Dynamics are associated with a valid D-U-N-S number.

« Refresh Batch — After Microsoft Dynamics accounts are associated with a D-U-N-S number, a Refresh
Batch is used once a month to refresh the D-U-N-S data stored in D&B360 Microsoft Dynamics tables.

Understanding the Key Features of D&B360 Batch Jobs

The three key features of D&B360 Batch jobs are:

« Record Eligibility
o Confidence Code Threshold Facts

« Validating D-U-N-S Numbers

Record Eligibility

Every record that is selected for New Batch processing goes through a data quality check procedure. The
completeness check verifies whether at least two fields out of Billing City, Billing State, and Postal Code have
a value, or if the field Phone has a value. If this criteria is not met, the records are sent to the Admin Review
List. To display the Admin Review list, click the Settings tab, the Data Management tab, and then click
Admin Review List.
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Confidence Code Threshold Facts

« The range of Confidence Code is: 1 to 10
e Any number above 8 is considered to result in accurate match records.

e The setting can be adjusted by a D&B360 Administrator in the Modify Batch Schedule window.
Records from D&B that fail to meet the defined Confidence Code Threshold are moved to the Admin Review

List. They are not automatically re-processed in the next batch run. As the Administrator, you must manually
process these records.

Validating D-U-N-S Numbers

An event such as a merger or acquisition can result in changes to the D-U-N-S number for a record.

Note: A Recertified D-U-N-S has occurred when we send records to D&B in a Refresh Batch job, and the
returned records have a new D-U-N-S Number.

In the case of a Merger or Acquisition, re-certified D-U-N-S records will be updated within the D&B360 table
with the following:

e Re-cert reason code
 Re-cert description

o DATS date when the new DUNS Number was assigned

Configuring Microsoft Dynamics

The configurations available for Microsoft Dynamic CRM, and their specific required modifications, include
the following.

Note: Microsoft Dynamics CRM On Demand is also known as CRM Online or CRM Live. Microsoft
Dynamics On Premise is also known as CRM Active Directory.

Microsoft Dynamics CRM On Demand | Requires: Configuration of Batch Job Connection
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Microsoft Dynamic CRM On Premise Requires:

« Installation of Informatica Cloud Secure Agent (see
"Configuring the Secure Agent for an On-Premise
Installation" on page 5-14).

« Installation of Batch Job Initialization Files
« Configuration of Secure Agent

« Configuration of Batch Job Connection

(1) Important Note: Make note of these requirements:

« To identify the type of configuration for your CRM, contact your System Administrator. For instructions
on how to configure your CRM, see "Configuring the Secure Agent for an On-Premise Installation” on

page 5-14.

e To install the Informatica Secure Agent, the user must be an administrator user for the CRM, a system
administrator for the server where the secure agent is to be installed, and an administrator for the
Domain Name Server (DNS) in the network.

e To install the Informatica Secure Agent, the user must be an administrator user and deployment
manager on the server.

o Before you can set up and run batches, you must install the Informatica Secure Agent for Microsoft
Dynamics. For instructions on installing the Secure Agent, see "Registering Your Informatica Cloud
Account for On Demand CRMs" on page 5-4 or see "Registering Your Informatica Cloud Account for On
Premise CRMs" on page 5-19.

Registering Your Informatica Cloud Account for On Demand
CRMs

Note: To create your Informatica Cloud account, open a customer support ticket at
http://dnbus.force.com/support?prod=DNB360. Before you talk to customer support, review the steps in
this chapter to become familiar with the process.
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Configuring Your Informatica Cloud Account for an On Demand CRM

For first time users, you need to set up your Informatica Cloud account before you can run batch processing.
After you set up your Informatica Cloud account, you can add one or more CRMs that use this Informatica
Cloud account. For more information, see "Adding One or More CRMs to Your Informatica Cloud Account” on

page A-10.

If you plan to run batch jobs through an On-Demand Organization (org), and you do not already have an
Informatica Cloud account, you need to first configure your account on the Informatica Cloud as follows.

1.
2.

Access the Informatica Cloud at https://icosp2.informaticacloud.com/saas.

Click Don't have an account?.

| i} Informatica Cloud

INFORMATICA
User Name: Data Synchronization
Load data and integrate applications, databases, and files.
Password: Includes add-on functionality such as custom sources and

Login
Click Don't have
Don't have an account? an account?.

See What's Mew in Informatica Cloud Winter 2012

Resources

Check System Status at the Informatica Cloud Trust Site

Participate in the Informatica Cloud Community
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plug-ins.

Contact Validation
Validate postal addresses, email addresses, and phone
numbers in your CRM environment or a local database.

Data Assessment
Measure and monitor data quality of the Lead, Account,
Contact, and Opportunity objects within Salesforce CRM.

Data Replication

Automate the movement of data from cloud and on-premise
applications and databases for business intelligence and
compliance use cases.
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3. Inthe New Account Registration window, complete the fields as shown in the following illustration:

User Details

First Mame:™ DnB3a0

Last Mame:™ Administrator
Job Title:™ Admin

Email Address:™ youremail.com

Confirm Email Address:™ youremail.com

Phone Mumber:™ 512-555-1212

#| Use my email address as my user name.
v v Complete the fields in

this window.

Organization Details

Organization Mame:™ Your MaxCV Username

Address:™ 12 Main Street

City:™ Anywhere

State:™ MNew Jersey E|
Postal Code:™ 07901

Country: ™ United States E|
Number of Employees:™ 101 - 500 employees El
Time Zone: Eastern Davlight Time, New Yark E|

What CRM systems do you use?

Salesforce
#| Microsoft Dynamics
Other

#| I have read and agreed to the Subscription Agreement

oK | | Cancel
The New Account Registration window displays a Congratulations message. You will receive an email
from osp2admin@informaticacloud.com with the account information and your temporary password.
4. Click Informatica Now to open the Informatica Cloud login window.

e 5o B - = @& v Page- Sofety~ Tooks~ @+

iNFORMATICA

New Account Registration
Welcome to Informatica Cloud! Informatica Cloud is a cloud-based integration service that enables customers to automate and monitf (. (oo ..~ ¥ critical corporate data with applications such as Salesforce.com. To begin
integrating today, please complete the following form and submit it by clicking the OK button. After submitting this form you will recy gl ername and password.

Congratulations! Your account is active now. Check your email for your user name and password. You can start using Informatica Cloud now.
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5. In the Informatica Cloud window, enter your user name and password, then click Login.

(1} Informatica Cloud

INFORMATICA
User Name: yvouremail@email.com Data Synchronization o )
= Load data and integrate applications, databases, and files.
Password: sensenensasens '_ﬁ_’ Includes add-cn functionality such as custom sources and
plug-ins.
Legin Enter your credentials
: and click Login. Contact Validation
Don't have an account? V ‘Validate postal addresses, email addresses, and phone
g numbers in your CRM environment or a local database.
Resources
Data Assessment
= : Measure and monitor data quality of the Lead, Account,
" = - = =l ] r
See What's New in Informatica Cloud Winter 2012 _dh Contact, and Opportunity objects within Salesforce CRM.
Check System Status at the Informatica Cloud Trust Site
Participate in the Informatica Cloud Community Data Replication
E N Automate the movement of data frem cloud and on-premise
L= l applications and databases for business intzlligence and
compliance use cases.

6. Inthe Change Password window, User Details area, complete the User Name, Password, and Confirm
Password fields, and then click OK.

7. Be sure to make a note of these credentials, which you will need to connect your CRM with Informatica
Cloud.

Change Password
You must change your password now. You must change passwords that are temporary or expired. Enter your new password, confirm it, and then click OK. Use the new password for all future logins in to Informatica Cloud.
OK | Cancel

User Details
Type and confirm a new
User Name: passwaord,

Password:*

Confirm Password:*
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The Informatica Cloud Quick Setup window opens.

| (‘r_l‘) Informatica Cloud | |

ORMATICA

Activity Log Activity Monitor Dashboard Data Files Quick Setup

Quick Setup

This page allows you to begin working with your data immediately. Choose one of the services below to begin working with your data.

Welcome to Informatica Cloud. To get started, vou will need to:

1. Select the desired service.

2. Install the Informatica Cloud Secure Agent.
3. Create a new task.

4. Run the task.

Please review and print the QUICK SETUP GUIDE document before you beqin.

Note: For adding more than one CRM to use your Informatica Cloud account, see "Adding One or More
CRMs to Your Informatica Cloud Account” on page A-10 and start with the next step.

8. Click the Configuration tab, the Connections tab, and then click New.

|fr_|5 Informatica Cloud | |

INFORMATICA

Click Configuration.

Configuration r'

Agents Click Task Flows Flug-ins Custom Sources
Connections
. | N
Connections

List of all connections in your organization. Use a connection to connect to a database, file or Salesforce. To add a new connectian, c
connection name.

Mew ﬁ Click New. |

There are no connections. To add a connection, click New.
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9. Inthe New Connection window, complete the required fields, and then click OK.

New Connection

¥ou can create a new connection here. Use a connection to access a databa

DK

Connection Details

i — Completethe
Connection Name:™ CEM Organization Name required fields.

Description;

Type:”™ Select... [+
| Select...
Oracle
| SalServer
MySQL
Flat File
ODBC
| MS Access
FTP/SFTP
| SAP
Web Service
Oracle CEM On Demand
MNetSuite

10. In the New Connection window, enter the CRM information to connect the Informatica Cloud account
to the CRM:

a. On the CRM window, click Settings.
b. In the Customization menu, Customizations.

c. Inthe Customization window, select Developer Resources.

Note: You can find the service URL as follows. On the CRM window, click Settings, and then click
Customization, Developer Resources, and Service Endpoints: Discovery Service. An example
Discovery Service URL might be https://disco.crm.dynamics.com/XRMServices/2011/Discovery.svc.
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In Microsoft Dynamics CRM 2011:

| Settings ) Ga- Customization

A -
Business . . .
i g Which feature would you like to work with?
s Business Management
|j| iEmplates v| Customize the System o ‘ Publishers
L RindckLatzlog ‘ == §) Create, modify, or delete components 5 9 Create, modify or delete a solution

4 in your organization. Components publisher, ——
Sﬁs_tem B ) include entities, fields, relationships, r’ Select
=] Administration farms, reparts, processes, and others, Developer
| Data Management

Resources. _)

Developer Resources

View infarmation or download files
that help you develop applications and

iy N extensions for Micrasoft Dynamics
Customization CRM.

j Customizations

[é* System lobs g#}a Solutions

o
Ul Document Management
'—'ﬂ g Create, modify, export, or import a

|4 Auditing managed or unmanaged solution.

=

In Microsoft Dynamics CRM 2013:

J.Il v Y SETTINGS ~ Customizations E

Customization

Which feature would you like to work with?

@l Customize the System
‘ ‘ . Create, madify, or delete components in your organization.

Create, modify or delete a solution publisher.

é = Publishers

Components include entities, fields, relationships, forms, ""
reports, processes, and others. celect
Developer
0 'ﬁl}: Solutions | Developer Resources Resources.
)
Create, modify, export, orimport a managed or unmanaged s View information or download files that help you develop
solution, applications and extensions for Microsoft Dynamics CRM,

d. In the Developer Resources window, Service Endpoints area, select a Discovery Service URL..

Note: In the following illustrations, the Organization Unique Name field displays the unique
name of your organization. When you enter the name of your organization in the New
Connection window, enter it exactly as you see it in the Organization Unique Name field.
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In Microsoft Dynamics CRM 2011:

Developer Resources

Your Organization Information:

Organization Unique Name
DnE360Beta

Developer Center
_\I;g, Download documentation, tools and sample code
Service Endpoints:

Discovery Service

Protocol: 5 ~
http:/fm Select a DiSCOVErY  |c.ryices/ 2011 /Discovery.sve
JJ} Dow Service.

In Microsoft Dynamics CRM 2013:

Jil W 1] SETTINGS +~ Customizations

Developer Resources

Your Organization Information:

Organization Unigue Name
S0regressiond

Windows Azure Service Bus Issuer Certificate
Issuer Mame: crm.dynamics.com
Yy Download Certificate

Developer Center
—14 Download documentation, tools and sample code

Service Endpoints: Select a
Discovery

Service.

Discovery Service

Protocol: SOAP

https://disco.crm.dynamics.comy/XRMServices/ 2011 /Discovery.sve
—"iﬂ- Download WsDL

Note: In the previous illulstrations, the Organization Unique Name field displays your ORG's
unique name. When you enter the Org name in the New Connection window, enter it exactly as

you see it in the Organization Unique Name field.
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11. In the New Connection window, Microsoft Dynamics CRM Connection Properties area, complete the
information and in the Service URL field, enter the URL from the previous steps.

12. Click OK.

New Connection

You can edit the connection here. Use a connection to access a database,

Connection Details

Connection Name:™ CRM Organization Name

Description:

Type:™ Microsoft Dynamics CRM =
Microsoft Dynamics CRM Connection Properties : fields.
Authentication Type:™ Microsoft Live E|
User Name:™ CEM username

Password:™ sssssssa

Organization Name:™ CEM Crganization Name

Service URL:™ https://disco.crm.dynamics.com/XRMServices/

Enter the Service
URL.

The Informatica Cloud Connections window displays that the connection is completed.

INFORMATICA

' Home | Data Service: Configuration |""Administration ™
Agents Connections Schedules Task Flows Plug-ins
Connections

List of all connections in your organization. Use a connection to connect to a database, file or Salesforce. To add a
connection, click the connection name.

MNew

| Actions Namea Type Service URL
| #[ix % CRMOrgl Microsoft Dynamics CRM  https://dev.crm.dynamics.com/¥RMServices/201 1/Discovery.sve

13. Make a note of your Connection name, which you will need to enter on the CRM Batch Connection
window. Also note your Organization ID and put this Org number in a safe place where you can find it
again for future reference to the batch process.
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INFORMATICA
| Organization | Connectors Users Audit Log
My Organization

You can view your organization profile. It displays organization properties and details, default email notificatior

Edit

Make a note of your ORG 1D and

QEganear Properies %k&ep it where you can find it Iater.]
Organization ID: Orgl4ag

To add other CRMs to your Informatica Cloud Account, see "Adding One or More CRMs to Your Informatica
Cloud Account" on page A-10

Registering Your On Demand Account for Batch Processing

Note: For this procedure, you should call Customer Support to guide you through and answer any
questions. You will need your Informatica Cloud login information and Org number from step 13.

1. Onthe Home page window, click Settings and then Batch.

Home Build A List | Imports | Settings Q

Data Management Role Configurations  Terms & Conditions
2. Inthe Batch Management area, click Batch Credentials.

Batch Management
Credentials.

D&B360 batch synchronizes data between Microsoft Dynamics CRM & D&B. The batch runs in the background to make
sure you have access to the latest D&B data at your fingertips. Specify a schedule for running batch jobs.

Admin

Note: Your User Name and Password are sent to you by email. Be sure to have this email
available for when you need to enter your credentials.
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3. Inthe Configure Credentials window, enter your credentials and then click Save.

The batch credentials you enter in this step are from the Informatica steps, not your CRM credentials
(see this step on page 5-7.)

e e
Save Cancel

Configure Credentials

Hide Password
Password |
Confirm Password

Connection Name

After you have completed these steps, contacted Customer Support, and your cloud account has been updated,
you are ready to schedule new and refresh batch jobs.

Configuring the Secure Agent for an On-Premise Installation
You need to go through this section if you have not yet set up batch. If you already have the account and

Secure Agent set up in D&B360 v2.3, you only need to update your connections on the Informatica Cloud and
enter your credentials in the CRM.

Special Setup Instructions for On-Premise Customers

The D&B360 application is hosted on the cloud. As an On Premise Customer, you have two options to chose
from to access D&B360.

Option 1: Port Forwarding

Cisco calls this Port Address Translation (PAT). Linux calls it ipchains or packet filtering (pf) rules.
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I OFW
Customer's Inner Network m
GEEE/X D A
MSD
33y E B DnB
e 4 & Cloud
Agent
SAP
B0/443/2 F
j— *
C
SIEREL

This option requires changes in the your network infrastructure to forward a specified port on the outer
firewall, also known as the network edge firewall, and the inner firewall. The rules are as follows.

Server
outerfirewall.customer.com

innerfirewall.customer.com

outerfirewall.customer.com

innerfirewall.customer.com

outerfirewall.customer.com

innerfirewall.customer.com

Port
A
D

C
F

Forward to
innerfirewall.customer.com

msdcrm.customer.com

innerfirewall.customer.com

msdcrm.customer.com

innerfirewall.customer.com

msdcrm.customer.com

e A B,C,D,E& F:can be any combination of port numbers.
e 5555/X:an MSD installation defaults to port 5555, but you can change this to any X port.
o 33YY: SAP RFC protocol works on port 33YY, YY being the instance number (that is, 3300 to 3399).

©Dun & Bradstreet, Inc. 2014
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5555/X

33YY

F
80/443/Z
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Option 2: Reverse Proxy

This option requires you to install an intermediate Reverse Proxy server (Apache or 1IS would do the job) that
would act on behalf of the CRM. This server should be placed between the outer and inner firewall. This
configuration requires using the Proxy Array Table (PAT) and Reverse Proxying, but a potential attacker is not
directly hitting the CRM. The only advantage of this option is that you can configure the Reverse Proxy to
allow access to certain CRM URLs. By doing this you would be restricting the access to the CRM application.

2 OFW

Custamer's Inner Metwork
EELLT D A
&
MSD
G
33YY E B DnB
PA— PrE— MF e & Cloud
Agent
.
BO/a43/2
e~
F C
SIEBEL
Server Port Foward to Port
outerfirewall.customer.com A innerfirewall.customercom G
innerfirewall.customer.com D msdcrm.customer.com 5555/X
outerfirewall.customer.com B innerfirewall.customer.com G
innerfirewall.customer.com E msdcrm.customer.com 33YY
outerfirewall.customer.com C innerfirewall.customercom G
innerfirewall.customer.com msdcrm.customer.com 80/443/7

Before you configure the secure agent for an on-premise installation, you need to install the

VC++ Redistributable Package (x86).

©Dun & Bradstreet, Inc. 2014
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Installing the VC++ Redistributable Package (x86)

1. Open http://www.microsoft.com/download/en/confirmation.aspx?id=29.

2. Click Start download.

£ Downlnad: Veual €+ + 2008 Bedntnintable Package [86] - Hicoresoft Downioad Center - Co

Download Center

wWindows  Cifioe  Product downlosds  Download categories  Securnity REsources

e Thank you for downloading

T | TR O o T w Iy
Microsoft Visual C++ 200

:-I".'j|'|||'li)l I!|||'l||"' ”.".!"l'.-‘!le" |.A.:T:';|.|

IF yoiar dewnitad doe not start after ends, chck heresStart deownload

G Inttructions

1. Tenportat: dake e yoo heoe the et senace pack snd cibszal updates for the

version of Windows that you are unning. To find recent securty updates, visk Windows

Lipdate
L. Chick 1he Download Button on thes page 1o s2ef the downlosd
1. Do one of the Tolicranmc

= To e the anstallifion immeerhaiel. chick Rum

Te wivn the diwnlcad (o yénir computer Tet ingtallatan &l & Lt e, ik Save

B[4l X | I Downlad: vaat s 2008 ¢

 Exphorer LIS

For you

Dherwnibosd Visual Shudes 11 E

Start prepasing todey for the 1
generatgn of developnaeni

Buld for the cloud: Free trial aof Windows A
Unlesth yorur imaginstion for the web, Saa%
rrskae devices, #nd enborese

Service Pack Cenfer
et ther Lnteit sennce pack fan
version of Windows

« T cancel th sctallates
Te candel the wtallitssn, <ok Came el and &

s Flmaminmd S EF and sbast cardinn far B

3. When you are prompted to run or save the .exe file, click Run.

Do you want to run of Sve woredist_xB6.eoe (1.73 MB) from download. microsolt.com?

The Welcome to Microsoft Visual C++ 2008 Redistributable Setup wizard opens.

©Dun & Bradstreet, Inc. 2014 5-17


http://www.microsoft.com/download/en/confirmation.aspx?id=29

D&B360 Administration and Installation Guide 5 Managing Batches and Installing the Informatica Cloud Secure Agent

4. |n the first wizard window, click Next.

5. In the License Terms window, | have read and accept the license terms field, select the check box.
6. Click Install.

++ HWIA Redntributable Setup

T VISUAL € 4+-+ 200 RUNTEHE LIBRATUES (X35, Lag4 AND %54

hese koense terms are an between Mecrosoft Corporation for based on
ere you e, one af ol yon, Plemie read them, They soply to the
e named above, which indudies the meda on which you recerved it, of any, The

s s apply 1o any Mo osaft
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As the installation is in progress, the Setup window displays the status.

P 1

Be e b corefilly rend and understand ol the righls and restrictiors descrbed in e
kcense tems. You must accept the bcense: benms before: you con install She software.,
PMICROSOFT SOFTWARE LICENSE TERMS ﬂ
rcoscs i I
These koenge tom — ped on
ehese vt ve, of ﬂkﬂmﬂuﬂ.hm ks e
tonftwire named & i )} &y, The

P
termg also apply b = =
Pri=ss the Page Dovn ey 1o see mone text,
FF 1 howe read and pecept the license Lerms.

7. Inthe Setup Complete window, click Finish after the installation is complete

i Microsatt Visual C++ 2008 Redistributable Setug I [l 5

Setup Complete

Microsoft Visual C++ 2008 Redistribatable has been successfully instaled.

Tt b hghiy pescommeried that you downlosd sndd insiall the latest serace packs and
sty updates for this product,

For mone farmaton, vt e folowing Web ste:

Eroduct Supoort Centor

_—

Registering Your Informatica Cloud Account for On Premise CRMs

Note: To create your Informatica Cloud account, open a customer support ticket at

http://dnbus.force.com/support?prod=DNB360. Before you talk to customer support, review the steps in
this chapter to become familiar with the process.
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If you plan to run batch jobs through an On-Premise Organization (org), and you do not already have an
Informatica Cloud account, you need to first configure your account on the Informatica Cloud as follows.

1.
2.

Access the Informatica Cloud at https://icosp2.informaticacloud.com/saas.

Click Don't have an account?.

(i Informatica Cloud

INFORMATICA
User Name: Data Synchronization
Load data and integrate applications, databases, and files.
Password: Includes add-on functionality such as custom sources and

Login
Click Don't have
Don't have an account? an account?.

See What's Mew in Informatica Cloud Winter 2012

Resources

Check System Status at the Informatica Cloud Trust Site

Participate in the Informatica Cloud Community

©Dun & Bradstreet, Inc. 2014
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plug-ins.

Contact Validation
Validate postal addresses, email addresses, and phone
numbers in your CRM environment or a local database.

Data Assessment
Measure and monitor data quality of the Lead, Account,
Contact, and Opportunity objects within Salesforce CRM.

Data Replication

Automate the mowement of data from cloud and on-premise
applications and databases for business intelligence and
compliance use cases.
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3. Inthe New Account Registration window, complete the fields as shown in the following illustration.

4. In the Organization Details area, Organization Name field, enter your MaxCV user name.

User Details

Complete these
fields.

First Name:* CnB360
Last Name:™* Admin
Job Title:* Administrator

Email Address:* youremail.com

Confirm Email Address:* yvouremail.com
Phone Number:® 512-555-1212

Use my email address as my user name.

Organization Details

Organization Name:™ Your CRM organization name

Address: ™ 12 Main 5t
City: * Anywhere
State:™ New Jersey
Postal Code:™ 07501
Country:™ United States

Mumber of Employees:® 51 - 100 employees

Time Zone: Eastern Daylight Time, New York

What CEM systems do you use?

[l salesforce
Microsoft Dynamics
] other

I have read and agreed to the Subscription Agreement

Ok Cancel

Crganization Name
should be the your
AawCV user name.

(] [ [T ] ]

The New Account Registration window displays a Congratulations message. You will receive an email

from osp2admin@informaticacloud.com with the account information and your temporary password.

5. Click Informatica Now to open the Informatica Cloud login window.

©Dun & Bradstreet, Inc. 2014
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¢ib Informatica Cloud fi v B v 0 @ v Pagew Saferyv Tookv @v

iINFORMATICA

New Account Registration

critical corporate data with applications such as Salesforce.com. To begin
tername and password.

Welcome to Informatica Cloud! Informatica Cloud is a cloud-based integration service that enables customers to automate and monit

e e e el Yo e PR e o [ el P iy e e P e e iy /< Informatica

Cloud

Congratulations! Your account is active now. Check your email for your user name and password. You can start using Informatica Cloud now.

6. Inthe Informatica Cloud window, enter your user name and password, then click Login.

(_l‘) Informatica Cloud

INFORMATICA
User Name: youremail@email.com Data Synchronization o )
Load data and integrate applications, databaszes, and files.
Password: sensnnensnnens Includes add-on functionality such as custom sources and
plug-ins.
Login Enter your credentials

and click Login.

Dron't have an account?

Resources
. _ ; _ Measure and monitor data quality of the Lead, Account,
See What's New in Informatica Cloud Winter 2012 % : Contact, and Oppertunity objects within Salesforce CRM.
Check System Status at the Informatica Cloud Trust Site

Participate in the Informatica Cloud Community Data Replication
Automate the movement of data from cloud and on-premise
applications and databases for business intelligence and

compliance use cases.

==
=J
Contact Validation
-
=
Ca

‘Validate postal addresses, email addresses, and phone
numbers in your CRM environment or a local database.
Data Assessment

7. Inthe Change Password window, User Details area, complete the User Name, Password, and Confirm
Password fields, and then click OK.

() Important Note: Be sure to make a note of these credentials, which you will need to connect your CRM
with Informatica Cloud.

‘Change Password

‘You must change your password now. You must change passwords that are temporary or expired. Enter your new password, confirm it, and then click OK. Use the new password for all future logins in te Informatica Cloud.

oK |  Cancel
User Details
Typeand confirm a new
User Name: password
Password:™®

Confirm Password: *
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The Informatica Cloud Quick Setup window opens.

| @ Informatica Cloud | |

INFORMATICA

Activity Monitor Dashboard Data Files

Activity Log

Quick Setup

This page allows you to begin working with your data immediately. Choose one of the services below to begin working with your data.

Welcome to Informatica Cloud. To get started, vou will need to:

1. Select the desired service.

2. Install the Informatica Cloud Secure Agent.
3. Create a new task.

4. Run the task.

Please review and print the QUICK SETUP GUIDE document before you beqin.

8. Click the Configuration tab, the Connections tab, and then click New.

|® Informatica Cloud | |

r. Click Configuration.

Task Flows Flug-ins Custom Sources

INFORMATICA

Click
Connections

Connections

List of all connections in your arganization. Use a connection to connect to a database, file or Salesforce. To add a new connectian, c
connection name.

Mew ﬁ Click New. |

There are no connections. To add a connection, click New.
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9. Inthe New Connection window, complete the required fields, and then click OK.

10. In Connection Name field, if you have named each of your connections the same name as the
corresponding ORG, you can enter that here.

New Connection

You can create a new connection here. Use a connection to access a d

:
Complete the
required fields.

Connection Details
Type:™ Select... -

Select...
Oracle
SqglServer
MySQL

Flat File
QDBC

MS Access
FTR/SFTP
SAP

Web Service
Cracle CREM On Demand
NetSuite

Microsoft Dynamics CRM

Connection Name:™* MSD

Description:

11. Click OK.
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New Connection

You can create a new connection here. Use a connection to access a database, file

o When finished, pst
click OK.
Connhetoovreces

Connection Mame:™ MSD

Description:

Type:™ Microsoft Dynamics CRM =
Microsoft Dynamics CRM Connection Properties - fields.
Secure Agent:™ Select... =
Authentication Type:™ Active Directory ]
User Mame:™ MSDDMBIE0DEVADMIN

Password:™ ki

Organization Name:™ CnB

Domain:™ ADAUSTIN HOOVERS.COM

Service URL:™ http://<server.company.com:=: <port:>

The Informatica Cloud Connections window displays that the connection is completed. Make a note of
the connection name in the Name field of this window. You will need to enter the Connection Name on
the CRM Batch Connection window.

INFORMATICA
— e e el
Agents Connections Schedules Task Flows Plug-ins Custom Sources

Connections

List of all connections in your organization. Use a connection to connect to a database, file or Salesforce. To add a new connection, click New. To delet
connection, click the connection name.

New
Actions Namea Type Service URL
Ay % & wmsp Microsoft Dynamics CRM  http://msduat.hoovers.com:5555
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12. Make a note of your Organization ID and put this Org number in a safe place where you can find it

again for future reference to the batch process.

INFORMATICA
| Organization | Connectors Users Audit Log
My Organization

You can view your arganization profile. It displays organization properties and details, default email notification

Edit
s " Make a note of your ORG 1D and
Organization Properties /{ keep it where you can find it [ater. ]
Qrgl49

Organization ID:

Steps for Configuring the Secure Agent for an On-Premise Installation

If you have multiple Microsoft Dynamics organizations on a site, for each organization to have connectivity,
you must install the Secure Agent on a separate machine for each organization.

1. Onthe Home page window, click Settings.

2. On the Settings tab, click Batch.

Home Build A List | Imports | Settings g

Data Management Role Configurations  Terms & Conditions
3. Inthe Batch Management area, click Batch Credentials.

Batch Management
Credentials.

D&B360 batch synchronizes data between Microsoft Dynamics CRM & D&B. The batch runs in the background to make
sure you have access to the latest D&B data at your fingertips. Specify a schedule for running batch jobs.

Admin

4. Inthe Configure Credentials window, type your credentials and then click Save.

Note: The batch credentials you are your Informatica user name and password and your
Connection Name (see this step on page 5-25).
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Configure Credentials

Batch Credentials

User

Hide Password

Password | |

Confirm Password

Connection Name

5. Inthe User Registration and Secure Agent Installation window, type your user name and password.

() Important Note: Make a note of your user name and password, because you will use these later to
register the Secure Agent.

Logging in to the Informatica Cloud Secure Agent

1. Access the Informatica Cloud window at this URL: https://icosp2.informaticacloud.com/saas.
2. In the Informatica Cloud window, type the user name and password for the CRM that you made note

of previously, and then click Login.

7 Erdurmates Ol - Windren, Enbenset Explorer

q:-luw v L drmatendond eom s dects cgnis 0 2] B || B ar L L N ey st ,IEI

INFORMATICA

Liner B # - - - Data Synchronisation
ol gl i @1 | Load deta and waegrate applications, databa
Passwordl  messas ';_ﬁ_] Iradydes add-on unctonadty such as custom
= TEFE. e
Logen
Cantact Validation
D't have mn Gocaunt? Yabdale poste sddresses, emad |
Forgal yoor pagwemad™ ' mambers i your CRM sfrnroiment or & ol
== [ata Assesamant
ot | Mensure and manaee dsta quaity of the Les
Contact, and elincte within Sale
See What's New in Infarmstics Cleud Winler 20132
Check System Status at tha Informatica Clood Trust Site | Dats fegli
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3. In the Informatica Cloud window, click the Configuration tab, then click the Agents tab.

5 Informatics Cloud - Windows Intemet Enplorer

Gﬂ-‘ # |_[} it ffooen 1 nForme beackoud com e ses sopjconnectons.d D_‘:j R E LiY Informatica Coud

INFORMATICA

4. Click Download Agent.

alaca {omd - Windkowes Intemet {xplores

@_:'_‘:*Lﬂ*ﬂlm iarmatcadoud, com s /et 2=l 8 w45 Y ikt g
INFORMATICA
agents - hachle ekt P e
Agents
:"m;m“mmmmm ot gt A b e oy b s Ly
APt )
Actinmg Hame Host Name  Platform  Status  Viersion Upgrade Status  Last Upgrade Check

5. In the Download Agent dialog box, click Windows, then click Download.

Select the platform for the Informatica Secure
Agent,

Patform: & Windows

£ Lanux

o Davniged, | | Gancel

6. At the prompt to run or save the .exe file, click Run.

Do yow want to run of save agent_install.exa (122 M8 from ossLinformatiadoud.com? Ry ] Save |'] Carel ] -

Running the Informatica Cloud Secure Agent Installation Program

1. Inthe Informatica Cloud Secure Agent Setup window, Choose Installation Folder area, leave the
default program directory or click Choose to specify a different location.

2. Toinstall the secure agent, click Next.
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il a Choud “-I'III t ‘\.-rlmgI
MATICA CloLd

5 Choose Installalion Folder | [1nc «osup wizand will install the Infarmatics Cloud Secure
() PruinstaEation Sinmmarny Agent on ¥OUF COM@LSST Foe best results, Inalal he

) ifatemnp Seture Agent an & computer Inak IS dbwarys running and
abways connacted b your organization’s retwork You do
nat have bo connect 1o Informaiea Cloud from the
cornputir whint ®e Sacums Agenlis instatied

INF

() Instaliation ComglEte

Wiheere Would You Like 1o Instail?
|=\Program Fies [x6)\informatica Chasd Secure Agent

Riestors DefautFolder |  Choose_ |

installAmwhers by Masrovision

3. Inthe Pre-Installation Summary window, review the settings and if everything is correct, click Install.

W Informatic

INFORMATICA C-I-Llf

@ Choose Installaion Folder | Please Review the Following Before Contimang:
& Pre-installaon Summary =
() instafEing Product Name:
_:] Mistafiabon Cormpl e Informatica Cloud Secure Agent
Install Folder:
C:\Program Files (x85 jinformatica Cloud
Secure Agent
Shortcut Folder:
o
IsersicasesppDataiRoaming dicrosoftWinds
MenuProgramsinfomatica Cloud Secure Agent
Disk Space Intaormation (for instaliation —
Target):
Daaiirad AT AAA 118 Padse =
a aAlaan g ey e
InstaAmywhers by Macrovision Click Install.
cancal | s | insan |
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The Installing window displays the progress of the installation process.

| Informatica Clowd Seoere Agent Sethap

INFORMATICA (1011

(=) Chaos Instalkation Folded The infarengtica Claud Secure Agenl is & lighiwelighi
(<) Pra-instaifson progeam Mat runs &l tasks and enables secure
i Sy communication atross e firewall bebwesn your
ad Ingtalling. .. organizaton and Infomatica Cloud
L} Instalisan Camiplas
installirywhere Iy Matrovision

Cancel I | |

4. Inthe Installation Complete window, review the summary of the installation, and then click Done.

INFORMATICA (|01l

Infoemmatics Choud Seoure Agent Setap

[} Chonee installabion Folder
(¥} Pra-instaliation Summary Dﬂnurah.nlaﬂnrﬁlma Infermatica Cloud Secure Agent has
-, Dien GUCCRES instalied b
() installing. . ]
o Inslaitation Comgrete E;mmm Files (x84 finlormatica Cloud Secute
il
Piaage nobe Bal he Secwre Agent musl be corfiguned far
s e with your Informatica Cloud organizabion.
Chci Dome 10 cfose his selup wizard and staf he
Informatica Cloud Secure Agent
InsEalArTwIbera by Macrovsion _
— i Click Done.

5. Inthe Informatica Cloud Secure Agent registration window, type the user name and password that
you made note of when you registered through the CRM, and then click Register.
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b Informuatica | hpenk

INFORMATICA Cloud's

I-Qmmu@mmmw |

Foregste he Seaure Ager, ener v Inomatia Coud ogn fematonbeow.
Liser Mame: ®
Peeawond: *
Click Register. —=_ feo ||

The Informatica Cloud Secure Agent window displays a message that it is starting up and upgrading.
After the upgrade process is complete, a message displays that the secure agent is up and running.

sdormatica Dlewd Secune Agent

INFORMATICA (l01i]

Secure Agent

(7]

— — - i
|

| 0 The Seviiee ApEnt 5 up ol Finning. |

Toesiart | Shusts doee, thie Sense Ager if i @ sunving, Ten SIS itup sgn

Siop: | Shuts dow The Secure Agent.
- ProoTy., | Enter of e pour (YO Server mamaton.

6. Inthe Informatica Cloud window, type the user name and password that you made note of earlier.
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The Configuration window displays the log in credentials you entered previously.

INFORMATICA

List of all Indormatica Secure Agents in your or An tnfgrmatica Securs Agent is a lightweight, se¥-upgrading program that runs on a rmaching
dmh-lf-a- or Filn Incated on your network, The pagn ll.lmmﬁuﬂr refrashes eyvery 5 secands.

Dawenlead Agent,,
Actions Mame Host Mame  Platform Status  Version Upgrade Status  Last Upgrade Check  Last Status Change

L VODRDTO0S  VOONDTONS  Windews .ﬁﬂlve ?‘.1.1.1.1-1 Up-ta-date May 22, D012 12:06 PM  May 22, 2002 12:07 PM

7. Inthe D&B360 User Registration and Secure Agent Installation window, Deployment Type field,
select On Premise, then click Next.

If you have correctly registered the CRM, the CRM Connection Credentials window displays.

8. To connect to the CRM, on the Admin window, click CRM Credentials, and in the Configure
Credentials window, type your User and Password information.

Save Cancel

Configure Credentials

Batch Credentials

User
Hide Password Enter the User ID and
Password that you
received.
Password | |

Confirm Password

Connection Name

If you have correctly registered the CRM, the CRM Connection Credentials window displays.
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Preparing Your MSD and Active Directories for the Informatica Cloud
Secure Agent

Examples in this section show 2011, but these should be the same for 2013. If you have any questions or
concerns about the steps in this section, contact Customer Support.

() Important Note: If the CRMAppPool is running as Network Service, watch for and read the Important
Notes that precede some of the following steps. To avoid problems with your installation, it is important
that you skip any steps preceded by an Important Note stating that you skip that step.

Note: If you need help with the Informatica Cloud registration process, open a customer support ticket at
http://dnbus.force.com/support?prod=DNB360.

Specify the Identify for CRMAppPool

e Log in to your MSD Application server.

Ty Internet laformation Semdaces (115) Manages E =
@"::;, i) b CRMILLOCAL ¢ Apphcation Pock

Fg Wew Hep

[Esass—— iy Bl |
T | 9 Aep
¥y St
= mmﬁﬂ T This pape kets you vew and manage the st of applcabon pools on the server. Applcation pools
) Y i g a are sssociabed with worker processes, conkain one or mone spolicabions, and provide molsbon
ot Applcation Pacls among diferent applcatons.
CRCTR —
Filter: w bl = g Show Al |&wpb'r: B
“:*u\'m - [stoms [ v | Managedig.. | fdentty |2
e AR Starbed vil.0 Integrabed ApphcatorPoolldentity a
L ASDMET vADCL,. Starbed w40 Classle AppheatiorPoolldantty &
i :’m-c MET 8pp... Started va.g Cassc ApchcatonPoolldentiby 1]
o CAMAzEPe Starbed wdO Claggis HEDVMCRMOYNAMICS S 2
= :"C.lrli'lq:h'fnm'lﬂ... Started vi.0 lassc SISV CRMDTHAMICS

I :ftlefajtbppPDd Started va.0 [ begratbed AppicatonPooll dentiby 1
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Identify the Port for Your CRM Dynamics Instance

1. On the left side of the MSD CRM window, select Actions -> Edit Site, and click Bindings.

Ty — e
@E; @ r CRMXLILOCAL * Stes ¢ Morosoft Dynamics CRM b Wy
Fie Wew Hep
N . o ocof Dvnamics CRM Home eem
Q- 1|2 |8 @ oy B ectre
€ St Page . Edt Permenons...
= 95 CM1LOCA (MSDvMadmns | | FREEE Gt~ \mshon M |Soplr, ’ .
o} Appkcation Pocks ASPET i Edit Site
Q l- 'y " - % Sarsic Settngs. .
ST HET HET B »ET METPiofle T Trust View Appbcaions
Authorzati.. Complaton  Pages  Globalzazon Levels Vs Ywiusd Direchorien
=] »> = L el | Manage Web Site C

2. Inthe Site Bindings window, identify the port number that is bound to your Dynamics instances, and

click Close.
i
Type | HostMose | Port | B Address | Binding Add.,,
hatg 5555
LD
‘ I 3
_ come |

Identify the Service Principal Name (SPN) for the Environment.

() Important Note: If the CRMAppPool is running as Network Service, skip all of the steps in this section:

1. Loginto the Domain Controller.
The Administrator: Windows Powershell window opens.

2. To identify the name of your Domain Controller host, enter the hostname command.

3. To identify the SPN for your environment, enter the setspn -1 hostname command. This should be
a fully qualified domain name (FQDN).
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1lacal
LLOCAL, Ol =Domain Controllers, Do=nedum, BC=com:

ocal.
tedirbHos
t

"
SBA556641 -1 2FB—4638-aBB3-ThI41le b 6 YRd madun.con

HAdlebf 69084 . _medes . nedun. con
H

mzden.com
acal.nzdvn.consmeduvm.con

The SPN name starts with HOST and contains the FODN for the machine.
4. Enter the following command with the values obtained in the previous steps as follows:

setspn -A iisadmin/<spn>:<port> <user>

e where <spn> is the result from Step 3
e <user> is the result from Step 1

e <port> the result from Step 2

In our example, this is

setspn -A iisadmin/crm20l1llocal.msdvm.com:5555 MSDVM\CRMDynamics

T select Administraton Windows Powershell

PE CislaerssAdniniztrator? setapn <A HITP/crn2Pflllocal .medun.comiG555 HEDUMACRMDwmanics

Registering ServicePrincipalHames For CH=CEMDypnamics.CH=Users,.DC=podum, =com
HTTP/cen2Blllocal .nsdum.com:5555

Hpdated ohject

i CislserswAdpinistratord _

5. Enter the command:
setspn -A HTTP/<spn>:<port> <user>
In our example, this is

setspn -A HTTP/crm2011local.msdvm.com:5555 MSDVM\CRMDynamics setspn -A
HTTP/<spn> <user>

6. Enter the command:

setspn -A HTTP/<spn> <user>
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In our example, this is

setspn -A HTTP/crm20l1llocal.sdvm.com MSDVM\CRMDynamics

'I'.ﬂ-'lnmhn.fratur Wimdowes I-‘cmrﬁhrﬂ
Administrator? set: spn =i HITP/cem2811local . modun.con HEDMIHWCRMDynanics

cePrincipalHanss For CH=CRMOwnanics . CH=Users.DC-mnodvn.DC=com
II'I']'I forndfillocal .nsdvm.com
Hpdated obhject
PS CrxvllserswAdninistrator?

Setting Delegation

() Important Note: If the CRMAppPool is running as Network Service, skip all of the steps in this section.

1. Log in to your Domain Controller and select Active Directory Users and Computers.

Admnesitrate Took =] !
i"’ Actres ey Admrea b Atve Cerer '1.
fin Actve Drechory Domans o Tnsts [ ﬁ
EF Actree Directory Module for Windows Po -

B Acthes Dereciney: Sites and Sacines
__: Arwor Drpcindy Lers o Compules Admiris Tt
TSt

®.: Comporent Seraoes

& Computer Mansgement

= Data Sources (00BC)

B o

] Eventvere a
35 Fle Server REsource Marages

'-i o g Pl y eloumrrraei ]

G trawrnet Information Services (ST Mo || pee o ip s

Cesurments

Commputer

Hetwork

Conrol Panel

&, 5C5E Initistor
_-:q Local Seunty Pobcy Admemiratire Took
Tl Performarey Maniter
:‘i Cecurty Configuration Wisand Helpy and Supoork
i, Server Maruger
By _-'l R
i Bady
llﬁrthwwmﬂﬂn f,& Liog ofF IF

ool & & 2G5

2. Inthe Active Directory Users and Computers window, select msdvm.com/Users.

B Active Directory Users and Com
Fe Acton Wew Hep
= | m] & O] %I
At Drecnndy Lisers s Comput
S Quenes
= F3 madvm.com
| Budtn
B Compuiters
4 2. Doman Condroflers
ForsgrSaarityPrirdpaks
. Maraged Serace Aours

-
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3. Inthe Users directory, locate the User identified in the Step 1 and double-click it (see this step on page

5-34).

B Active Darectory Users and Compaters

Fle Acwn Vew Hep

C A EollF A JRECTER ol % e =

B L] Compiters CRM W
i 3] Domain Confolers & B

B ] ForsgrSecurityPrncnals T—

(0 Managed Servioe hccounts | a1y
| D 53, Dnslipdaterr...
B, Doman A

Ceority Group ... CRM Wordosr Process Group

SEOLrity Group ... Members in this group can.

Security Group ... DS Aderstratons Group
Seourtty Group ... DS dents who are pers...

Se0Fity Ghoup .., Disgnated sdeweiratong.. .

= | m&«uymww# | Type | Dergen 1
B L] Fawed Quenes & Admnetrator  User Built-n account for admini. ..
b= ;3 mschem. com .Igﬂnwedﬁm... Security Group ... Members in thes group ...

& L Budtn Bl CortPublshers Security Group ... Members of S group ave, ..

4. Inthe CRMDynamics Properties window, select the Delegation tab.
0

MesborOl | Dinden | Enionment | Sesscrs | Remste cortrol
Famots Deskdop Secvices Profls | Pasoral Vitusl Desitoe | COM-
Goneral | Address | Account | Frofie | Telsphoras | Delngation | Orpanieason

& CHAMDynamics

Frt e ERMD il bass |

Last rame: ]

Dispiay name: [CRMDyramcs

Dffica [

Emal. |

Wieb page | _onw |

©Dun & Bradstreet, Inc. 2014 5-37



D&B360 Administration and Installation Guide 5 Managing Batches and Installing the Informatica Cloud Secure Agent

5. Select the Trust this user for delegation to specified services only and Use Kerberos only options, and
then click Add.

CRMOvnamics Properties R | E|
MemberOF | Oaie | Emwcemont | Sessons | Fesmote contol
Femete Desiiop Seraces Frofle |  Pamonal Vietual Desiiop | COM.
Gmeral | Addmas | Accourt | Frofie | Telephones  Delegisbion | Organation

i b securty-sensltrve operation, which slows senvices to st on
of arcithar et
' Do ot frust i e for deleguation

™ Teust thin user for delagation b iy servios [Kesbarms ook}
0 Touat this sar fior debagation 1o spectied wancet briy

Lise arry suthengcation protocel
Services 1o which this socount can present delegated credendisls
Serce Type | UberorComputer  (Pot | SeviceM

|

|
I Egunded {T P e |

I o I Corcal l A I ity I

6. Click Users or Computers.

[AddServices R T
To aliow services 1o be delegated for 8 user or compoter, soiact tha appropnsbe
wseny or compobers, and then clok the sendces.

To select. computer 4 T j

HArndnble servces
Servoe Type | UserorCompuer . Pod | Senvice Name | O

©Dun & Bradstreet, Inc. 2014 5-38



D&B360 Administration and Installation Guide 5 Managing Batches and Installing the Informatica Cloud Secure Agent

7. Enter the user name identified in Step 1 and then click OK (see this step on page 5-34).

EIE
Solect this object hype:!

[Lsers. Compuaers, Bk pecurty prvicsiiis. o O ctescts Objet Typen. |
From this lacation:

Entor the object names t0 select immepie)

[L&mmm mm|

Acvanced. 1@ Carcel |z£

8. Select the HTTP entry whose Port column is blank, and then click OK.

i

To alow services | be delegated for 8 user o compuler, selact the approprste
umseny o compoberns. snd then ko the senaces.

To select one of s user o compuler names, cick I
ity ot ki Lisern or Competiers.

Hurndnble seraces

Sewoe Tioe | UserorComouter. Pl | Senvico Name | O
HTTP e Tlocal madvem
HTTF crm 201 oca madvm 5555

< | |
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Post-Installation Steps

1. Inthe Informatica Cloud Secure Agent Setup window, click Stop.

The Secure Agent shuts down.

ks Informatica Cloud Secure Agent

Bt g -

NFORMATICA (10010l Selsll|f= Agent

1 The Secure Agenal i up and nenaing.

st Shuts down the Secure Agent if it is rurmeng., then starts it up again,

T swp | Shuts down the Secee Agent,
Procy., [Hﬁvwmquwﬁm

A message displays to inform you that the Secure Agent has been stopped.

2. Inthe Informatica Cloud window, click the Administration tab.

INFORMATICA |

| !ﬂ:h‘h Log Artivity .Hn-ﬂ:r.ur Dato Files Dusch Setup

Activity Log
¥iou €8N view run statistics for all types of tasks o this page. Click on an indivicusl task
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3. Log back in to Informatica Cloud using the user name and password you previously entered.

4. In the My Organization window, identify the Organization ID for your installation, for example, Org87.

INFORMATICA

My Organization
Yol cain view your organization profile. It displays orgasication properties and details, default emiall no
Edx

Organiration Propertios

Organiestion [D: CuwgRY
Dev Orge Falze
Publishing Org: False
Schodule Offset: w155

Pl lmmiimn i PN S NSRS A Ul

5. Inthe Secure Agent ..\Informatica Cloud Secure Agent\main\rdtmDir\dnb360\
directory, create a folder with the Organization ID name.

Wabasa =101
.@.: = |1 = nformatca Cloud Secure Agent = man = rdmox = 0360 = w 20 [search abnen )

Orgarsze v o Open Inddeinlbrary » Swewth v Bun  bew folder = = T 8@
\r Favorites - Date mectfed |T‘“ [Sm I i

B Cesbiop ] g7
Dorarioads | dby e _cocles WD, dab 5/0102 10:51AM  DAT Fle 1,151 KB
& Fecent Flaces DHE360_Dumesy_Record_ MSD 5/2/2012 A0:5EAM Text Document 1¥38

- Libraies
! Doouments
o Musc
e Pichres

6. Download the Java Security Policy Files from this URL:
http://www.oracle.com/technetwork/java/javase/downloads/jce-6-download-429243.html.
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7. Unzip the zip package and copy:

local policy.jar and US export policy.jar

W= =10ix]

{;.{'}_.--_mmé'# 'Eﬁ|5wd-.~m D]

. Organze = Cpen  Snarewish = Bum  Mew folder . =N 'ﬂ
e Hame - Date modbed | Tyee S |
B Desicing I8 | COPYRIGHT LU/ 16/2006 5:10 PM  HTML Document R ]

READNE 11/18/2006 5:10 PM Text Doourent 98B

8. Paste the unzipped files in the

Program Files (x86)\Informatica Cloud Secure Agent\jrel\lib\security

directory and overwrite the existing files.

(Wsecrrty =10/ x]
Q'l J = Informatica Cioisd Sensre Agent =~ ye = i = securily w L5 | searchsecunty [
Organize Dpen Bum New folder = = (] &

f Faverites v Date madified | Tipe Size | [
B Oesiiop Bimcidrt 52012 1049 AM File 1¥8
Dornmioacts cacerts S12/2012 10:49 AM Tie B KB
T
S FScat Flacks | jave.pobey S22 10:49 AM  POLICY Fike ¥
L BT Bf2301T 10:49 AM SECLRITY Fie 11%8
o Librafies
B s poboy EE/3012 M40 AM POLICY Fle 158
ol Mumc
i Pichres trusted. ibranes 12 10=49 AM LERARIES Fle 145%E
B v =
i Computer
L Lol igk £

Adjusting the Settings for Your System

1. Inthe Administrator Windows PowerShell window, identify your domain name.

In our example, the domain name is MSDVM.

Fr uloani

Eair s

2. Use Notepad to edit the krb5.conf file, which is located in the

Program Files (x86)\Informatica Cloud Secure

Agent\main\bin\rdtm\javalib\msdcrm\conf directory, and enter the values for your system.
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In our example, the domain is MSDVM.COM, and the machine name where the CRM is located is
crm2011local.

The following is an example krb5.conf file.

[libdefaults]

default realm = MSD.SAMPLE.COM

rc4-hmac

default tkt enctypes
default tgs enctypes = rcé4-hmac

permitted enctypes = rc4-hmac
[realms]
MSD.SAMPLE.COM = {}

kdc = xxx.msd.sample.com

default domain = MSD.SAMPLE.COM

}

[domain realm]

.MSD.SAMPLE.COM = MSD.SAMPLE.COM

3. Save the file.

(!) Important Note: If the CRMAppPool is running as Network Service, skip the following step:

4. Use Notepad to edit the login.conf file, which is located in

Program Files (x86)\Informatica Cloud Secure

Agent\main\bin\rdtm\javalib\msdcrm\conf

directory, and enter the values for your system.

g
Fie Edt Format View Help
Epnego-client | =]

com, Sun, Security. auth, module. KrbiLogirModule required
dabug=crun

serverprincipal="CRMIymami CcsEMS0V, COM™
STOFEFASS=TIruE;

spnego-server {
cos, sun. security. auth. module. krbsLogimModule required
storekey=true
isInitiator=false;

CRMDynamics is the user under which the MS Dynamics has been installed.

5. Save the file.
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Completing the Optional Steps
Optional Step for Only When the MSD Application is Accessed using HTTPS

This step is required only if you are using self-signed certificates.

1. Configure the Java Security for Microsoft Dynamics Active Directory (MSD AD) instance.
2. Generate the root and intermediate Secure Socket Layer (SSL) certificates for HTTPS URL (.cer files).
3. Use the command line to install certificates (certs) for JRE.

a. Use CMD and navigateto <agentdir>/jre/bin/

b. Type the command: keytool -importcert -alias <certificate alias name> -
file " <certificate path>\<certificate filename>" -keystore

..\lib\security\cacerts -trustcacerts
Where Certificate Alias Name is any unique name and file is the full path to the .cer files
Example: Root certificate = RootCA1.cer

keytool -importcert -alias MSDROOT -file " <file path>\ RootCAl.cer " -keystore ..\lib\security\cacerts
-trustcacerts

Default JRD password: changeit
Optional Step When the DNS Is Unable to Perform Host Resolution

If the DNS is improperly set, you might need to add the IP address and hostname to your hosts file to resolve
the hosts used for MSD deployment. For example, in Windows 7, the IP address can be found in this directory -
-C:\Windows\System32\drivers\etc.
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Restarting the Secure Agent

 Open the Informatica Cloud Secure Agent window, and click Restart.

b Edormatica Cleasd Secure Agent
e e

INFORMATICA _loud

becure Agent

7]

l ﬂmm_!—: been stopped.

7 Resiart I Shusts tosen the Seaure Agent if i & runring, Then siarts it up sgan.

The Informatica Cloud Secure Agent starts up.

I 0 Thee Sevire Agead s starting up_
|

Spanat Suits dven T Seoare Agerd i it | nurng, Ter st i R uE R
Fep Sraiis down P Senre dgend
Proras Erani i FOY Oy B i S
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A message displays to inform you that the Secure Agent is up and running.

db sdormatica Ulowd Securr Agent

INFORMATICA C10Ud Sl Al

i " The Seure Agent B up s running. |

Toesisrt | Chusts pos, the Sense Agent i @ s, Ten SIS it s

Siop | Shuts down The Seoure Agent.
< PO | Entes or el o0 DOy SETVEr ANTANON

After you have completed these steps, you are ready to schedule new and refresh batch jobs ( see "Scheduling
Batch Jobs" on page 6-1).
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6 Scheduling Batch Jobs

Scheduling New and Refresh Batch Jobs ... . i, 6-1
Schedulinga New Batch Job ... . 6-1
Scheduling a Refresh Batch Job ... . 6-4
Viewing Batch Activity LOgs ... .o . 6-4

Scheduling New and Refresh Batch Jobs

After the first run of New Batch job completes successfully, you can run both New and Refresh jobs in any
order or in parallel.

Note: When you schedule batch jobs, make sure you set them using the same time zone that the
Informatica Cloud is set to. Otherwise, you will need to enter the time to match the time zone of the

Cloud.

Note: For both New Batch Jobs and Refresh Batch Jobs, the start date and time field is mandatory. To
cancel a job that you have scheduled to run at a future date and time, enter a past date and time. If your
job has already started, you cannot cancel it.

Scheduling a New Batch Job

1. Onthe Home page window, click Settings.

2. Onthe Settings tab, click Batch.

Home | Build AList | Imports | Settings I@

Data Management Role Configurations  Terms & Conditions

Admin

3. Inthe Batch Management area, click Batch Credentials.
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Click Batch
Batch Management

D&B360 batch synchronizes data between Microsoft Dynamics CRM & D&B. The batch runs in the background to make Batch Credent:
sure you have access to the latest D&B data at your fingertips. Specify a schedule for running batch jobs.

4. In the Configure Credentials window, type your credentials and then click Validate or Save.

m Save Cancel

Configure Credentials

Batch Credentials

User

Hide Password

Password ||

Confirm Password

Connection Name

5. Inthe Batch Management window, New Batch Activity Log area, click Modify Batch Schedule.

New Batch Activity Log S Modify Batch Schedule

6. In the Modify Batch Schedule window:
a. Inthe Start Time field, type a start date for a new batch or use the pop-up calendar.
b. Inthe Repeat Frequency field, select None, Monthly, or Weekly.

If you select Monthly, in the Run the Task field, select which day of every month you want
the batch to run.
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Repeat Frequency Monthly -

Sekectthe day of
; the manth.
Run the Task @ Day 1

-

If you select Weekly, in the Run the Task field, click which day of the week you want the
batch to run.

Repeat Frequency Weekly - .

Run the Task Monday Tuesday Wednesday
Thursday Friday Saturday
[ Sunday

¢. Inthe Confidence Code field, select from 1 to 10 to set the minimum acceptable confidence code for
the batch. The default is 8.

Start Time 091213 B oat 03 40 AM -
Repeat Frequency Monthly -
Run the Task @ Day 1 - of every month
Confidence Code 7 Z|

7. Click Save.

Note: The Start Time field, which includes the calendar date and time of day, is mandatory.To

cancel a job that you've scheduled to run at a future date and time, enter a past date and time. If
your job has already started, you cannot cancel it.

None Daily Monthly
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Run the Select Start Time Select Every day or Every « Select Day of the month, or

Task and Date weekday ¢ Select the first, second, third, fourth, or
last day of every month

Repeat N/A  Select Repeat indefinitely or

Options o Repeat until and choose the date and time.

Scheduling a Refresh Batch Job

Before you can schedule a Refresh Batch Job, which repeats a previous batch job, you must have run a New
Batch job at least once (see "Scheduling a New Batch Job" on page 6-1).

1.

2.

On the Home page window, click Settings.
On the Settings tab, click Batch.
Home | Build AList | Imports | Settings 9
Data Management Role Configurations  Terms & Conditions About
Admin
In the D&B360 Batch Administration window, click Refresh Batch Schedule.
Refresh Batch Activity Log e Modify Batch Schedule
Follow the instructions in the previous section for setting the Start Time, Repeat Frequency, and
Repeat Options.
Note: The Start Time field, which includes the calendar date and time of day, is mandatory.To
cancel a job that you've scheduled to run at a future date and time, enter a past date and time. If
your job has already started, you cannot cancel it.

Click Save.

Viewing Batch Activity Logs

After a scheduled job has completed, you can view the log for New and Refresh Batch jobs in the Batch
Management window, as shown in the following illustrations.
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Home | Build A List | Imports | Settings e

Admin Data Management Role Configurations  Terms & Conditions About

Batch Management

D&B360 batch synchronizes data between Microsoft Dynamics CRM and D&B. The batch runs in the background to Batch Credentials
make sure you have the latest D&E data at your fingertips. Specify a schedule for running batch jobs.

New Batch Activity Log Modify Batch Schedule

Total ) Below )
: Accounts Failed DQ . Failure Error
Start Time End Time Status Accounts Confidence
Updated Check Rows Message

Processed Code

10/02/13 02:55AM  10/02/13 05:29 AM 1 57 51 5 1 0

Refresh Batch Activity Log Modify Batch Schedule

) Total Accounts AcCcounts Failure
Start Time End Time Error Message
Processed Refreshed Rows
10/08/13 05:35 AM 10/08/13 06:25 AM 1 100 g 0
10/08/13 05:30 AM 10/08/13 06:21 AM 1 50 50 0
10/07/13 11:25 AM 10/07/13 12:06 PM 1 19 16 0
10/02/13 09:25 AM 10/02/13 10:25 AM 1 24 18 0
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7 Reviewing Logs, Admin Review Lists, and
D&B360 Reports

After you have scheduled batches, you need to monitor the batch processes and be alert for incomplete results.
You also need to review the results from batch jobs.

Accessing the Admin Review List L 7-1
Using the Admin Review List ... L 7-2
Viewing and Processing Failed Batched Records ... . ... . . . 7-2

Viewing D&B360 Data Management Reports ... . . 7-4
Duplicate DUNS RePOIT ... .. 7-4
Using the Duplicate DUNS Report to Merge Duplicate Accounts ... .. .. . . .. 7-5
Recertified DUNS RePOIt ... e 7-6

Accessing the Admin Review List
Accessing the Administrator Review List

1. Onthe D&B360 Home page window, click Settings, and then click Data Management.

Home | Build A List | Imporis | Settings
Click Data
Admin Batch DEIERYELGERG S | Manage ment.
2. Onthe Data Management window, click Admin Review List.
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Data Management

Data Management ‘ Account / Owner » Failure » Last Modified Date « Match

icat 5 Non 1508859 Chr
Duplicate DUNS Accor SA The 4 - Aecord containe Thu Aug 15 20:32:41 —
Patricia Baum e ACCouNt Record contalns non CDT 2013

5088559-1 characters
Recertified DUNS Click Admin o
Review List.

Alliance Boots Below CC Threshold

Admin Review List
- v GmbH The DNE3&0 record was below the Wed Sep 04 01:03:42 Match
s R configured confidence code value CDT 2013
h specified

Using the Admin Review List

Two failure types are reported after batch processing:

Failure Type Means that ...

Data Quality | the Data Quality of the Account Record failed to meet the minimum requirements set for
D&B360 Batch processing.

Below The D&B record matched to your input record was below the customer-assigned
CC Threshold | confidence code

Note: Records that fall below the defined Confidence Code Threshold are moved to the Admin Review List.
They are not automatically re-processed in the next batch run. You must manually process these records.

Viewing and Processing Failed Batched Records

For more information, see "Viewing Batch Activity Logs" on page 6-4.

Accounts without a D-U-N-S Numbers are batched and sent to D&B for matching with D&B’s D-U-N-S data.
Some accounts cannot be sent because they don't meet 80% completeness. These accounts are listed in the
Admin Review List for review and resolution.

When the information is returned from D&B, most of the accounts will have been matched with D-U-N-S
Numbers. Some accounts will be sent to the Admin Review List for one of the following reasons:

e They were unable to be matched.

« They were matched, but the confidence code is below the default.
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Whenever accounts are on the Admin Review List, you must review the information and correct it so that these
accounts can be successfully processed.

= _‘W..'-" _\-\H e
ﬁham%unts b e " e,
— without DUNS Numbers

ﬁfhach have 80% completeness l—b ntunuluw 2 ”

&_ in account data )
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Viewing D&B360 Data Management Reports

The two D&B360 reports that are valuable in the review and resolution of some common situations include:

 Duplicate DUNS Report

« Recertification Report

Home | Build AList @ Imports  Settings

Admin Batch Data Management

Data Management

Click on Merge icon to select Master Account for merge process, The Master |

Data Management DUNS Account Na

Duplicate DUNS

Click to display Duplicate
DUMS or Recertified DUNS

Recertified DUNS Eiilis

Admin Review List

Duplicate DUNS Report

If more than one account with the same D-U-N-S Number exists, it is listed on the Duplicate DUNS report.

Note: The Duplicate DUNS reports feature performs optimally only if DUNS numbers are appended to all
records by using Transaction Match, Batch Match, or the DUNS Import Tool.
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To resolve duplicates, you need to review the information in each of the duplicates and then:

« Decide which one is the master — that is, which one should be the primary selection.

e Select an account with information you want to merge into the master.

Note: If you have three or more accounts with the same D-U-N-S Number, you can merge the
information from more than one account into the master. However, you must do the merge
operations one at a time because the merge function merges information from two sources at a
time.

Using the Duplicate DUNS Report to Merge Duplicate Accounts
You can merge a maximum of two duplicate accounts at a time.

1. Click Settings, and then click Data Management.
2. Inthe Data Management window, click Duplicate DUNS.

Data Management DUNS Account Name Owner Merge
Click
Duplicate DUNS D'{‘)'::g‘“ 54000000 | SEVEN &1 HOLDINGS CO,, LTD. OwnerName Merse
: SEVEN & | HOLDINGS CO., LTD. OwnerName

3. Inthe Merge column, select the two account records you want to merge and click Merge.

Account Mame Merge

Owner Name =
54950000 SEVEM & | HOLDINGS CO., LTD. Merge
SEVEM & | HOLDINGS CO., LTD. Owhner Mame —_—

4. Inthe Merge Records window, select the data you want to retain after the merge is complete.

5. Select which of the accounts will be the Master record. You can select which fields on which records you
want to take precedence.

6. Click OK.

Merge Records

Select the master record, and then select the fields to merge into the master record.

Master Record and Field Selection
Master Record : @ [Er SEVEN & IHOLDINGS CO., LTD. @ @ [Er SEVEN & ITHOLDINGS CO., LTD. @

Select all fizlds with data. If both records have data in the same fi=ld, the master record fisld is selected.

& Mote: The master record will inherit all of the subordinate record’s child records, The subordinate record will be deactivated.
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() Important Note: After accounts are merged, all contacts, opportunities, attachments, notes, and so
forth from the subordinate account are moved to the master account record. It is recommended that you
carefully evaluated the fields in the Merge Records window before merging the accounts.

Recertified DUNS Report

Information about a company might change periodically, for example, if the D&B records in the Microsoft
Dynamics CRM are updated during a Refresh (DUNS Recertification) Batch job. This triggers a change in the

D-U-N-S Number. Use the recertified DUNS Report to identify these issues so that you understand. If necessary,
you can modify your account information.

1. Click Settings, and then click Data Management.

2. Inthe Data Management window, click Recertified DUNS to view those reports.

Duplicate DUMNS

Click

Recertified DUNS ) Recertified
DUMNS.
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Resolving Installation Issues
These are some of the errors that might occur after you have installed D&B360.
1. After you have completed the installation process, you might receive an error such as the one below:
Home | BuildAList | Imports | Settings (2]

500: Service is temporarily unavailable. Ve are working hard to resolve this issue.

If you get this error, it is possible that the CRM username/password is incorrect. You need to reinstall
using the"Register Agent" option and provide proper credentials.

2. If Internet Explorer warns you when accessing mixed content (secure and insecure), verify you have set
your Trusted Sites options correctly. For more information,

3. It's possible that you have not been assigned DnB role. For more information,

4. It's possible that DnB360 is being updated. Wait approximately 15 minutes and try again.

Resolving Issues when Uninstalling D&B360

Problem: Uninstall fails and this message displays, "Solution dependencies exist, cannot uninstall."
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E D&BI60 for Mecrosoft Dyriamics CRM EIIME = 33

Uninstall Progress

This uninstallation will take approximately five minutes. The D&B360 Installer is
processing tasks on your CRM server, please do not close the Installer.

i Uninstalling D&B360 solution

Solution dependencies exist, cannot uninstall.

Description: If you have created or modified any forms or reports in the CRM to include D&B Data fields and
you attempt to uninstall D&B360, this error message will display. The CRM detects and enforces this

dependency before you run an uninstall to ensure that forms and reports that use D&B fields will not be
inadvertently impacted by the uninstall.

Solution: You need to manually remove the D&B data fields from the customized forms or reports before you
uninstall the product.

Steps to Find the Dependencies:

1. Onthe CRM menu, select Settings and then select Solutions.

2. Inthe Solutions All Solutions window, select the D&B360 check box.
3. Click Delete.

In Microsoft Dynamics CRM 2011:

Hew Tools
Settings o G-

Get Started with Solutions
Solutions are packages of software that you install on your Microsoft Dynamics CRM Online application,

L. Understand

4 Business
08 Business Management
[ rempiates
(55} Product Catalog
4 System
[E] Administration

3. Develop
& Key Concepts for Developers
S Solutions SDK

" Data Management Solutions  All Solutions - Search for records o]
B system Jobs

3} Document Management 87 New | K Delete <] click Delete. fxport 2 Import Transiations &} Export Translations | |[g) Publish All Customizations @ Get Solutions fram Marketplace More Adtions =
4] Auditing Name E@ Display Name Version Installed On w Package Type Publisher Description

4 Customization ¥l pne3so DEE360 for Micrasolt Dy 3.00.0 10/9/2013  Managed
(@ customizations

&% solutions

£}, Dynamics Marketplace

Dun and Bragstreet Corporation DE&E's Data as a Service Integration for Microsoft Dyn...

4 Process Center
T, Processes

In Microsoft Dynamics CRM 2013:
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Ay Microsoft Dynamics CRM v | SETTINGS v  Solutions | v @ Create
A| | SO| ut | Ons W Search for records
85;’ MNew X Delete << Click Delete. [y Export f;\g Import Translations ‘_E} Export Translations _‘} Publish All Customizations @) Get Solutions from Marketplace N
MName Display Name Version Installed On 4 Package Ty..  Publisher Description
~'  DnB3&0 D&B360 for Microsoft Dy...  3.0.0.0 10/21/2013 Managed Dun and Bradstreet Corporation  D&B's Data as a Service Integration for Microsoft Dyn...

4. |In the Uninstall Solution window, click OK.

& Uninstall Solution - Google Chrome I. — | (=] |ﬁ]

B https://installer99.crm.dynamics.com/tools/solution/dlg_uninstall.aspx?id=%7

Uninstall Solution

You have selected 1 Solution for deletion,

You are deleting a managed solution. The solution and all of its components, including data in the
components, will be deleted. This action cannot be undone, This solution might take several minutes to
uninstall, You cannot cancel the uninstallation after it starts. Do you want to continua?

M' | OK | | Cancel

5. Inthe error message window, click Details.

 Microsoft Dynamics CRM - Google Chrome = | =] |ﬂh
(& https://installer99.crm.dynamics.com/_commaon/error/dlg_erroraspx?hresu
Click Details.

Cannot Delete Component

Cannot delete Solution because one or more components require it. Details

Download Log File | | oK
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6. Inthe Dependency Details window, follow the process for removing customizations and remove the
first two rows: Account (D&B Company) and Account (dnb_dnb_company account....).
& Dependency Details - Google Chrome = | B i
& https:;//installer99.crm.dynamics.com/tools/dependency/dependencyviewdialog.aspx?objectid=%7bd56196e1-
Dependency Details
t;% Solution D&E360 for Microsoft Dynamics CRM cannot be deleted, The following components are required by other components in the system.
Display Name & Mame/Td Type Managed Solution Required by
Account ([D&EB Company) Remove the first Field D&B360 for Microsoft ... Account (Form)
Account (dnb_dnb_company_acco... R EE Jaccount EntityRelationship Dé&EB360 for Microsoft ... Account [Form)
dnb_/Pages/dnb_entity_agent.htm dnb_/Pages/dnb_entity_ag.. Web Resource DE&B360 for Microsoft ... Account (Form)
dnb_/Pages/dnb_entity_agent.htm dnb_/Pages/dnb_entity_ag... Web Resource Dé&B360 for Microsoft ... Contact (Farm)
dnb_/Pages/dnb_entity_agent.htm dnb_/Pages/dnb_entity_ag... Web Resource DEB360 for Microsoft ... Lead [Form)
7. Click OK.

8. Start the reinstall process again.

Changing Administrator-User Names and Passwords

To manage the connections that D&B360 maintains for integration with the CRM, D&B APIs, and Batch,

stores three sets of administrator user names and their associated passwords in the database. You can update
these credentials on the D&B360 user interface Settings tab.

If you anticipate that any of these three sets of credentials will change, we recommend that you update them
on D&B360 before you update them globally. In general, it is usually only the CRM password that will change.

Before you complete these steps, make sure you know the administrator user name and password change you
plan to make.

() Important Note: Be sure to update the user name and password credentials on D&B360 before you
make the change on the CRM.

1. Onthe Home page window, click Settings.
2. On the Admin window, click CRM Credentials.
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3.

©Dun & Bradstreet, Inc. 2014

Home | Build AList | Imports | Alerts | Settings m

Admin Data Management Role Configurations  Terms & Conditions About

Admin

Configuration

Country 1SO Code v

Edition: Tier 2 Trial Indicator: True
. . CRM Credentials
Entitlement Type: Custom Expiry Date: 11/12/14

Click CRM
Credentials.

Aar uiedentials

D&B Credentials

In the Configure Credentials window, click Change Password.

Configure Credentials

CRM Connection Credentials

IUser UserMame
Click Change
Change Password Password.

In the next Configure Credentials window that opens:

a.
b.

C.

d

In the User field, type the new user name.
In the Password field , type the new password.
In the Confirm Password field, retype the new password.

. Click Save.
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When complete, Save Cancel
click Save.

Configure Credentials

CRM Connection Credentials

User UserMame Typethe new
LSEer name.

Hide Password

Typethe new
Password | sessssess password.

Retype the new
passwaord.

Confirm Password

Note: For D&B360 to run, you must update the user’s credentials on the CRM.

5. Onthe CRM, click Settings, and in the System Area, click Administration.
6. On the Administration window, click Users.

7. Reset that user's User Name and Password.

Note: If for some reason an administrator user's credentials are updated on the CRM before you are able
to update them on D&B360, re-run the installer, and install only the Agent. At that point you can specify
new credentials. If you have any problems with this, contact D&B360 Customer Support.

Encryption Standards

D&B360 passwords are encrypted and stored in the database using password-based cryptography standards
(PKCS #5), which use MD5 and DES algorithms. The password used to encrypt and decrypt is stored in a secure
key on the production servers, which users do not have access to.

Contacting D&B Customer Support

Dun and Bradstreet is committed to a high level of customer satisfaction. An efficient support process is
combined with a communication service level agreement to give our customers quality support.

©Dun & Bradstreet, Inc. 2014 8-6


http://dnbus.force.com/support?prod=DNB360

D&B360 Administration and Installation Guide 8 Troubleshooting

The communication SLA (Service Level Agreement) is as follows:

Initial Response The maximum timeframe for initial response for all inbound issues is 4
hours.

Ongoing SLA Determined with the customer.

Communication Based on mutual agreement of the severity of the issue.

The communication SLA is based on normal business hours, which are considered to be:

e 8 AM.—6 P.M. local time, Monday through Friday

« Excluding D&B holidays

To submit a ticket, go to this URL: http://dnbus.force.com/support?prod=dnb360. You will be prompted to
enter your e-mail address and then fill out a form.
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Enabling D&B360 Administration on a Customized SiteMap

If you customized your site map (SiteMap), but you are not seeing the D&B360 Site Map options, use these
steps to add it.

1. Open the SiteMap Editor window and connect to your CRM.

‘4 SiteMap Editor for Microsoft Dynamics CRM 2011 (v1.1.1300.391)

SiteMap Editor for Microsoft Dynamics CRM 2011

E Load SiteMap E.?a Update SiteMap E Open SiteMap H Save 5iteMap | More actions - E| @
— SiteMap

TIEE

= SteMap
-- Area (Workplace)
- Area (SFA)
- Area (MA)
- Area (CS)
-- Area (Settings)
[#- Area (ResourceCenter)
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2. Inthe SiteMap window, right-click Area (Settings) and select Add Group.

4 SiteMap Editor for Microsoft Dynamics CRM 2011 (v1.1.1300.391)

SiteMap Editor for Microsoft Dynamics CRM 2011

@ Load SiteMap E_}E Update SiteMap @ Open SiteMap H Save SiteMap | More actions -

 SiteMap
OO /X | -
[=- SteMap
[+ Area (Workplace)
[+- Area (SFA)
- Area (MA)
[#- Area (C5)
|:_:|..
--Group
Bl Groug
B Groug
[ Grou
[+- Area (Reg Add Titles
& cut
& Copy
Iy FPaste
Delete

3. Inthe Properties window:
a. Inthe Id field, type DnB360.
b. In the Title field, type D&B360.

~ Properties Click Save.
Save |
Id - {DnB360
U |
ls Profile r
Resource Id I
Descrption Resource Id I
Deprecated attributes
Title {D&B360
Description I
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4. Inthe Site Map Editor window, right-click Group (DnB360) and select Add SubArea.

SiteMap Editor for Microsoft Dynamics CRM 2(

E[]Load SiteMap 9@ Update SiteMap | 5[] Open SiteMap [l Save SiteMap
— SteMap

Q@ 2|1 =
= SteMap

-- Area (Workplace)

&- Area (SFA)

B Area (MA)

&l Area (CS)

E| Area (Settings)

--Group (Business_Setting)
- Group (System_Setting)
- Group {Customizations)
B - Group (ProcessCenter)
PR

- Area (Resource

Add Titles

#% cut
53 Copy

Paste

#  Delete

5. Inthe Properties window:
a. Inthe Id field, type dnb_administration.
b. In the Entity field, type dnb_settings.

¢. Inthe Url field, enter:
Swebresource:dnb_/WebResources/DnB360.Crm.WebResources. Administration.html
d. Inthe Title field, type D&B360 Administration.
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e. Click Save.

a
[

r
r
r
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6. In the Site Map Editor window, right-click SubArea (dnb_administration) and select Add Privilege.

SiteMap Editor for Microsoft Dynamics CRM 2011

@Load SiteMap ?3 Update SiteMap @ Open SiteMap Lﬂ Save SiteMap | More actions -
— SiteMap
X |
[=]- SiteMap

-- Area (Workplace)
- Area (SFA)

|- Area (C5)

E| Area (Settings)
-- Group (Business_Setting)
-- Group (System_Setting)
-- Group (Customizations)
| @ Group (ProcessCenter)
. B Group (DnB360)

B Subfrea (dnb_adeizictotiogl

-- Area (ResourceCenter) Add Descriptions

Add Titles

SR Select Add Privilege.

A Copy

&y Paste

X Delete

7. Inthe Properties window, Entity field, type dnb_settings, select Create, and then click Save.

©Dun & Bradstreet, Inc. 2014

— Properties

HSaue Click Sawe.

Entity Idnb_seﬂings

Privileges V¥ Create
™ Read
™ Wite
™ Delete
r Append
r Append to

™ Share

r Assign

Al

™ Allow Quick Campaign
[T Use Intemet Marketing
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8.

‘4 SiteMap Editor for Microsoft Dynamics CRM 2011 (v1.1.1300.391)

SiteMap Editor for Microsoft Dynamics CRM 2(

5[] Load SiteMap ¥ Update SiteMap | 5[ | Open SiteMap gl Save SiteMap

— SiteMap

In the Site Map Editor window,right-click Group (DnB360), and select Add SubArea.

) O | X |4

iﬂ

[=I- SteMap

(- Area (SFA)
- Area (MA)

- Area (CS)

= A!'ea (Settings)

[+ Area (Resourc

-- Area (Workplace)

[ Group (Business_Setting)
-- Group (System_Setting)
-- Group (Customizations)
-- Group (ProcessCenter)

Add default SiteMap Subsrea

W %

m.

b4

Add Titles

Cut

Copy
Paste

Delete
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9. In the Properties window:

a. Inthe Id field, type dnb_calloutlog.

b. In the Entity field, type dnb_calloutlog.

c. Click Save.

[~ Propetties Click Sawe.
|l save
id - Jdnb_callouting
Available Cffine -
Pass Params r
Client ™ Ml T Outiosk [~ Outiook Laptop Client
™ web [ Outlook Workstation Cliert
Ertity Jdrb_calloutiog Select entity |
Get Started Pane Path |
Get Started Panel Path Admin Outlock |
Get Started Pane Path Admin |
Get Started Pane Path Outlook |
leon [ [
Outlook Shortcut lcon I
Sku ™ A T OnPremise [~ Lve [© SPLA
p | |
Resource Id |
Description Resource Id |
Deprecated atirbutes
Title |
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10. In the Site Map Editor window, right-click Group (DnB360) and select Add SubArea.

SiteMap Editor for Microsoft Dynamics CRM 2(

H|Load SiteMap 2 Update SiteMap | 5[ | Open SiteMap =l Save SiteMap
— SteMap
) Q[ 2X [ [«
- SteMap
[+ Area (Workplace)
[#- Arza (SFA)
- Area (MA)
= Area (CS)
[=]- Area (Settings)
Bl Group {Business_Setting)
Group (System_Setting)
[+ Group {Customizations)
-- Group (ProcessCenter)
E..
L. SubAre Add default SiteMap SubArea
- Area (Resource]

Add Titles

& Cut
53 Copy

Iy Paste

>< Delete
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11. In the Properties window:
a. Inthe Id field, type dnb_lookup.
b. In the Entity field, type dnb_lookup.

c. Click Save.

— Properties
Click Sawve.
H Save
d - Janb_lookup
Available Offline I
Pass Params r
Client T Al [~ Oulook I~ Qutlook Laptop Client

[~ Web [~ Outlook Workstation Cliert

Entity Jdnb_lookup| Select entity |

Get Started Pane Path |

Get Started Panel Path Admin Outiook |

Get Started Pane Path Admin |

Get Started Pane Path Outlook |

lcon I

Qutlock Shortcut lcon |

Sheu " & [ OnPremise [ Live I SPLA

Ud |

Resource Id I

Description Resource Id I

Deprecated attrbutes

Title |

12. Click Update SiteMap.

SiteMap Editor for Microsoft Dyn

| 5 |Load SiteMap ¥ Update SiteMap | 5 | Open SiteM;
SiteMap

25 | = = Y.(CliCHUpdﬂtE

SiteMap. |
[=)- S:rte Map
- Area (Workplacs)

For on-demand (Live) environments, it might take a few minutes for the settings to take effect. You might

want to publish all customizations.
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Processing Batches — Standard Level Expectation

The standard level expectation (SLE), for batch processing turnaround time, is as follows:
Domestic Batches — 12 hour turnaround
« United States and Canada

e Batch sizes of 50,000 or less

e 90% of files
Global Batches — 24 to 48 hour turnaround

e Any batch containing files outside the United States or Canada
e Batch sizes of 50,000 or less

e 90% of files

Note: System maintenance for D&B Systems occurs Saturday 11 P.M. to Sunday 9 A.M. Eastern. Any
batches you submit during this time might be delayed.

() Important Note: For batch jobs with more than 500 K (500 thousand) records, you will need to open a
customer support ticket.

Adding One or More CRMs to Your Informatica Cloud Account

If your organization has multiple CRMs that will use the batch process, each CRM must have its own
connection in your Informatica Cloud account. To do this, make sure that your Informatica Cloud account was
created using your Max CV user name as the organization name. After you have created your Informatica
Cloud account and connected to your first CRM, you need to create a connection on the Informatica Cloud for
the any other CRMs that you want to include.

Note: Batch jobs can be run from the CRMs only one at a time because there is only one task for new and
refresh batch.

For each CRM ORG, perform the steps in Registering Your Informatica Cloud Account for On Demand CRMs
starting with step 8. Be sure to name the CRM connection in a way that distinguishes the connections.

See the following examples:
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In the Connections window, the first example CRM displays in the Name column.

[ Home | Datz ISEFVIces™  Configuration |[FRAE Stration |
Agents Schedules Task Flows Plug-ins Custom Sources

Connections

List of all connections in your organization. Use a connection to connect to a database, file or Salesforce. To add a new co
connection, click the connection name.

New

Actions Namea Type Service URL
& 's % My _Org_Sales Microsoft Dynamics CRM  https://disco.crm.dynamics.com/XRMServices/2011/Discovery.svc

In the New Connection window, we add a second connection.

New Connection

You can create a new connection here. Use 3 connection to access a datat

Ok Cancel Test

Connection Details

Connection Name:™ My_Org_Support
Description:
Type:™ Microsoft Dynamics CRM =

Microsoft Dynamics CRM Connection Properties

Authentication Type: ™ Microsoft Live E|
User Name:™ pattiebs@gmail.com

Password:™ sassanmn

Organization Name:™ myorgsupport

Service URL:™ https://disco.crm.dynamics.com/%RMServices/

Now the Connections window displays these two organization names.
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INFORMATICA
Agents Schedules Task Flows Plug-ins Custom Sources
Connections

List of all connections in your organization. Use a connection to connect to a database, file or Salesforce. To add a new co
connection, click the connection name.

Mew

Actions Name« Type Service URL
# r‘_'j ¥ | My_Org_Sales Microsoft Dynamics CRM - https://disco.crm.dynamics.com/XRMServices/2011/Discovery.sve

A r'j ¥ My _Org_Support Microsoft Dynamics CRM  https://disco.crm.dynamics.com/XRMServices/2011/Discovery.svc

In the Configure Credentials window, Batch Credentials area, we enter the User Name and Password for our
Informatica Cloud account, which we set up in Registering Your Informatica Cloud Account for On Demand
CRMs starting with step 8. These instructions are in the section for an On Demand CRM, but also apply to On
Premise CRMs when adding one or more CRMs to your Informatica Cloud account.

Configure Credentials

Batch Credentials

User User Name

Hide Password

Password @ eesssess

Confirm Password | eesessse

Connection Name | My_Org_Support ‘

In the Modify Batch Schedule window, we enter the settings for a New Batch.
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Modify Batch Schedule

New Batch

Start Time 11/26/13 B at | 08 40 AM ~
Repeat Frequency None -
Confidence Code 8 -

The Data Services tab, DNB360 Batches area lists the new batch that we set in the previous step.

INFORMATICA
m Data Services -Ilnl 1 |I| E.il ni --I-'ll .iliull nl .
Data Synchronization PowerCenter DNB360

DNB360 Batches

List of DNB360 batches in your organization. A DNB360 batch defines the process for synchronizing data between Salesforce and DNB.

New

Actions Name Type Connection Schedule
& p ¥ DNB3260 New Batch for Microsoft Dynamics CRM Account MNew Batch My_0Org_Sales NEW_BATCH_JOB

Submitting a New or Refresh Batch Job

When you are ready to submit a new or refresh batch job, you must modify the connection on the Informatica
Cloud. To do this, you need to edit the batch task on the Informatica Cloud to use the connection to the CRM
organization where you want to run batch.

Note: If more than one CRM uses your Informatica Cloud account, all CRMs that use this account will
display in the activity logs.

1. Onyour Informatica Cloud account, select the Data Services tab.

2. Click DnB360.

3. Inthe Actions column, click the pencil icon to edit the batch job that you want to use.
4. Select the connection for the CRM.

5. Click Save.
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You can create DNB360 batch here. A DNB360 batch defines the process for synchronizing data between Sale

Save 4 Click Save. I
Complete these
; fields.

DMNB360 Batch Details

Application Type: | Microsoft Dynamics [=]
Object Type:™ Account B
Batch Type:™ New Batch [=]

DNB360 New Batch for Microsoft Dynamics CRM Account consists of following steps:
DnB360 New Batch Extract far Microsoft Dynamics CRM Account
Mew Batch Initialization
Mew batch records submitted to DnB for processing
Mew Batch Record Ids from DnbAdimnReview
Mew Batch Records that failed DQ check
DnB360 New Batch Retrieve for Microsoft Dynamics CRM Account
Mew batch records validated for DUNS duplicates
MNew Batch Record Ids from DnbCompany (first time)
Mew batch records posted to DnB Company
Mew Batch Record [ds from DnbCompany (second time)
Mew Batch assocdation between Account and DnE Company
Mew Batch Record Ids from DnbadimnReview
Mew Batch below Confidence Code records posted to DnB Admin Review
Mew Batch record count is updated for the current job run
Mew Batch record count is reset for the next job run

Connection:™ [ Viewiw,| pNeW..
Schedule: My_Org_Sales
"'!"‘YNEETr‘?mE'LI{EggrEI'I'htWUHIE._'NEW:H‘:I[L‘H:SIEhEdLﬂe El New. ..
Row Limit: ® Use default limit
Limit data to rows

6. On the CRM window, verify that the Connection name you have entered for batch and the Connection
name on the Informatica Cloud account are the same. Also verify that the user name and password
information are the same.

INFORMATICA

Data Synchronizaton PowerCantor | Dﬁﬂm |
DNE3E0 Batches
List of DNBISC batches in your crganization. A DNB350 batch defines the process for syrchronizing data batween Salesforce and DN,
i
Actions  Name Type Connection Schodube

X DHB?;EIJ Hew Babch for -le_n:rsnll Dynamics CRH.A:cnuhl Mew Batch Mv_cqu_,s..aiu NEW _BATCH_JOB
* b ¥ DNBIGD Refresh Batch for Microsolt Dynamics CRM Account  Refrash Batch  My_Org_Support REFRESH_BATCH_SCHEDULE
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Configuring CRM Endpoints

If your configuration includes a proxy service, you will need to configure a CRM endpoint to use the external
URL in order to establish communication between the agent and D&B360.

1. Inthe MSD CRM window, navigate to Advanced Find.

Y | WORKPLACE v  D&B360

Aig Microsoft Dynamics CRM v Navigate to ]

Advanced Find.
P
|Z| MNEW ACTIVITY - = MEW RECORD - i,.IMF'DRT DATA n ADVAMCED FIND

2. In the Look for menu, select D&B Settings.

---------

Select D&B
_]\ Settings.

3. Inthe D&B Settings window, select Edit Columns, and then click Add Columns.

4. Inthe Add Columns window, select CrmEndpoint, and then click OK twice to close the window.

5. Click Results.
6. Click Export D&B Settings.
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7. Inthe Export Data to Excel window, Use this type of Worksheet area, select Make this data available

for re-importing ..., and then click Export.

Export Data to Excel X

Select the type of worksheet to export.

Use this type of workshest:

@ Static worksheet with records from this page

Make this data available for re-importing by incduding required column
headings

Dynamic PrvotTable

Dynamic worksheet

Iﬁ} We recommend that you save the exported file before you open it

Export Cancel

An Excel file is exported to your local directory named For Re-Import — D&B Settings Advanced Find

View.

8.  When the .csv file opens in Excel, edit the file to include the URL needed for access and save the Excel

file.

9. Return to the Advanced window and select File, then Tools, then Import Data.
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10. Search for and enter the file that you just edited, and then click Next.
11. Click Finish.

12. Wait a few minutes and then click on Results again to run the query.

When processed, input will display below the column CrmEndpoint.

Viewing Available D&B360 Roles

1. Onthe CRM 2011 window, Settings menu, System menu, select Administration.

2. Click Security Roles to display the security roles available to you

Settings fat G- Administration

4 Busi
Hsiness Which feature would you like to work with?

Eﬁ,ga. Business Management

g Templates
(5} Product Catalog

Announcements
Create, edit, and delete announcements that appear in the

4 System Workplace area.
E] Administration Click Security
| Data Management Security Roles * Roles.
@‘ System Jobs 9}'] Create new security roles. Manage and delete existing
L::p Document Management security roles for your organization.
|+ Auditing

3. Onthe CRM 2013 window, Settings menu, System menu, select Administration.

©Dun & Bradstreet, Inc. 2014 A-17



D&B360 Administration and Installation Guide A Appendix

SETTINGS v  Customizations G‘) Create

.

PRODUCT CATALOG CUSTOMIZATIONS SOLUTIONS DYMNAMICS MARKETPLACE ADMINISTRATION

4. Click Security Roles to display the security roles available to you

Aig Microsoft Dynamics CRM v # | SETTINGS v  Administration

Administration

Which feature would you like to work with?

_____'1- Announcements

——r Create, edit, and delete announcements that appear in the Workplace area.

Business Units
Add new businegss units, Edit and deactivate existing business units. Change the parent business unit,

Select Security
Roles.

Security Roles

-_.f"_,.-" Create new security roles, Manage and delete existing security roles for your organization.

The Security Roles list displays the available roles.

Security Roles

@
z
z

& [®] | More Actions -

CEO-Business Manager
CSR Manager

Customer Service Representative
D&B360 Administrator

D&B360 User

Delegate

Marketing Manager

Marketing Professional

Sales Manager

Salesperson

Schedule Manager

Scheduler

System Administrator

System Customizer

Wice President of Marketing

FEEEFEEEEEEEEEEEEE

Vice President of Sales
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To view which tasks are permitted for the components of each role, complete the steps that follow. You can
select from these tasks, which are permitted for a variety of components:

Create

Append

1.

2.

3.

Read

Append To

Write
Assign

In the Security Roles window, double-click a role to select it.

Security Roles

N EEEEEEC

Mew = @

MName &

More Actions -

CEQ-Business Manager

C5R Manager

Customer Service Representative

DE&EB360 Administrator

DEB380 User
Delegate
Marketing Manager

Double-click a roleto

seledt it

Marketing Professional

Sales Manager
Salesperson
Schedule Manager
Scheduler

System Administrator

System Customizer

Vice President of Marketing

Vice President of Sales

Business Unit

DnB3a05alesDemo
DnB3a05alesDema
DnB3a05alesDemo
DnE3&05alesDema
DnB3a05alesDemao
DnB3a05alesDemo
DnE3a05alesDema
DnB3a05alesDemo
DnB3a05alesDemo
DnB3a05alesDema
DnB3a05alesDemo
DnE3&05alesDema
DnB3a05alesDemao
DnB3a05alesDemo
DnE3a05alesDema
DnB3a05alesDemo

Delete
Share

In the Security Role: D&B360 Administrator window, click Customization to display permissions

associated with this role.

Details Core Records

Marketing Sales

Service

Business Management

Role Mame *

©Dun & Bradstreet, Inc. 2014
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D&B360 Administrator Permissions

In the Security Role: D&B360 Administrator window, Customization tab, administrator permissions are
indicated by green (user type) circles.

E@' | Security Role: D&B360 Administrator

Details Core Records Marketing Sales Servica Business Management Service Management Customization Custom Entities

Entity Create Read Write Delete Append Append To Assign Share
Attribute Map O o o O O O
Customizations Q ® @] o

Dialog Session ®

Entity O ® O O

Entity Map O ] O O O
Field O o o O

Impart Job Q @] O

Option Set @] ® @] O

Plug-in Assembly @] ® @] O

Plug-in Type @] [ ] @] @]

Process o o
Pracess Configuration o o @]

Publisher O @] O O @] O
Relationship @] ® @] @]

Sdk Message @] [ ] @] @]

Sdk Message Processing Step o [ ] @] Q

In the Security Role: D&B Administrator window, Custom Entries tab, administrator permissions are also
indicated by green (user type) circles.

Eg_ | Security Role: D&B360 Administrator

Details Core Records Marketing Sales Service Business Management Service Management Customization Custom Entities

Entity Create Read Write Delete Append Append To Assign Share
D&B Admin Review ® [ ] [ ] ® ® ®

D&E Callout Log ® ® @] ® ® ®

D&B Company ® ® @ ® ® ®

D&B Contact ® ] ] ® ® ®

D&B Entitlement ® [ ] ® ® ® ®

D&E Financial ® ® ® ® ® ®

D&B IndxRef ® ® ® ® ® ® ® ®
D&B Saved Search @] @]
D&EB Settings [ ]

D&B Web Service ® [ ] [ ] O @] @]
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D&B360 User Permissions

For On-Premise CRMs:

@ Security Role: D&B360 User

Details | Core Records | i | Sales | Service | Busi M t Service M t Customizati Custom Entities
Entity Create Read Write Delete Append Append To Assign Share
D&B Admin Review O O O O O O
D&B Callout Log ® ® @] @] ® ®
D&B Company ® ® ® ® ® ®
D&B Contact [ ] [ ] [ ] [ ] [ ] [ ]
D&B Entitlement O [ ] O O O O
D&B Financial [ ] [ ] [ ] [ ] [ ] [ ]
DE&B IndxRef [ ] [ ] [ ] [ ] [ ] [ ] [ ] [ ]
D&B Saved Search O O
D&B Settings @] ® @] @] @] @]
D&B Web Service [ ] [ ] [ ] O O O
Filter @] @] @] @] @] @] @] @]
Post Configuration @] ® @] @] @] @]
Post Rule Configuration @] @] @] @] @] @]
Profile Album O O O O O O O O
Wall View O O O O O O

For On-Demand CRMs:

@ Security Role: D&B360 User

Details | Core Records | i | Sales | Service | Business M t Service M t Customizati Custom Entities
Entity Create Read Write Delete Append Append To Assign Share
D&B Admin Review O O O O O O
D&E Callout Log ® ® o o [ ] [ ]
D&B Company ® ® o [ ] [ ] [ ]
D&E Contact L L L] L L ®
D&B Entitlement O ® O O O o
D&E Financial @ ® ® ® ® ®
D&B IndxRef [ o [ [ [ [ [ L J
D&E Saved Search @] @]
D&E Settings @] ® Q Q Q Q
D&EB Web Service L L] L] O O o
Filter O O O O O o O O
Post Configuration O ® @] @] @] @]
Post Rule Configuration O o o o o o
Profile Album o o O O O O O O
Wall View O o o o o o

©Dun & Bradstreet, Inc. 2014 A-21



Index

A
about D&B360 2-1
accessing admin review list 7-1
accessing D&B360 1-3
accessing the installer to upgrade the software 3-21
active directory
requirements 5-3,7-2
admin review list
accessing 2-8,7-1
viewing failed batches 7-2
administrators
accessing Microsoft Dynamics CRM 4-1
assigning roles 4-1
APl credentials, resetting 3-19
assigning roles 4-1
asynchronous imports 1-4
B
batch scheduling 6-4
batches

standard level expectation A-10

©Dun & Bradstreet, Inc. 2014

submitting A-10

C
configuring CRM endpoints A-15
country ISO code, setting 3-8
credentials, resetting 3-19
CRM
administrators 2-2
environment 2-6
on demand and on premise 2-2
user interface 2-1
CRM connection data 3-2
CRM credentials, resetting 3-19
customer support SLAs 8-6
D
D-U-N-S numbers
merging 7-4
reports 7-4
D&B credentials, resetting 3-19
D&B360
introduction 1-1
product benefits 1-1

reports 7-4



D& B360 Administration and Installation Guide

Index

user interface overview 1-4
D&B360, including in the CRM window 3-9
descriptions of the user roles and settings 4-6
DnB360.Plugins.SecurityPlugin 3-14
duplicate records 7-4
E
environment requirements 2-6
F

failed batches 7-2

Imports tab description 1-4
including D&B360 in the CRM window 3-9
Informatica Cloud Secure Agent
configuring for on-demand 5-4, 5-19
configuring for on-premise 5-26
post-installion steps 5-40
preparing MSD and Active Directory 5-33
restarting 5-45
running installation program 5-28
installation, resolving issues 8-1
installer, accessing 3-21
installing
Informatic Cloud Secure Agent 5-40

secure agent 5-16, 5-28

©Dun & Bradstreet, Inc. 2014

starting the installer 3-1

VC++ redistributable package (x86) 5-16
installing D&B360 for the first time 3-6
ISO code for country, setting 3-8

M

merging duplicate records using D-U-N-S numbers 7-
4

Microsoft Dynamics
configuring 5-3
hosted on https| [5] 5-44
CRM server requirements 2-6

Microsoft Dynamics CRM 2011 for Microsoft
Outlook 1-4

Microsoft Dynamics, upgrading to CRM 2013 3-21
N

new batch job scheduling 6-1

(0

Outlook, using as client 1-4

overview of user interface 1-4

P

plugin, DnB360.Plugins.SecurityPlugin 3-14
R

refresh batch job scheduling 6-4

register agent 3-14

reports 7-4



D& B360 Administration and Installation Guide

Index

requirements
environments 2-6
servers 2-6
resetting your credentials 3-19
restarting the secure agent 5-45
roles
available roles A-17, A-18
descriptions 4-6
security roles A-17, A-18

S
secure agent
preparing MSD and active directory 5-33
restarting 5-45
running installation program 5-28
security roles 4-1
users 2-8,4-1
security roles for users 2-2
servers
requirements 2-6, 2-6
Service Level Agreements 8-6
site map, troubleshooting A-1
SLA

See Service Level Agreements 8-6

©Dun & Bradstreet, Inc. 2014

SLE
see standard level expectation A-10
software
upgrading 3-21
SQL server 2-7
system settings
adjusting 5-42
T
troubleshooting
contacting customer support 8-6
D&B360 site map not displaying A-1
installation issues 8-1
U
uninstalling D&B360 3-18
uninstalling D&B360, problems with 8-1
upgrading D&B360 3-6, 3-21
upgrading D&B360 from a previous version 3-12
upgrading MSD CRM 2011 to CRM 2013 3-21
user interface 2-1
user interface overview 1-4
users
accessing Microsoft Dynamics CRM 4-1
assigning roles 4-1

assigning roles, security 4-1, A-17, A-18



D& B360 Administration and Installation Guide Index

setting roles for 4-6
\"

VC++ redistributable package

installing 5-4, 5-16

©Dun & Bradstreet, Inc. 2014 IN-4



Dun & Bradstreet (D&B)
103 JFK Parkway
Short Hills, NJ 07078

www.dnb.com

©Dun & Bradstreet, Inc. 2014. All rights reserved.



	About this Guide
	Audience and Purpose
	Conventions
	Navigating in the PDF
	Related Documentation

	1   Introduction to D&B360
	Product Benefits
	Accessing D&B360 from the Microsoft Dynamics CRM
	In Microsoft Dynamics CRM 2011
	In Microsoft Dynamics CRM 2013

	D&B360 User Interface Overview

	2   Getting Started
	About D&B360
	Considerations for Administrators
	Pre-Requisite

	Changing Administrator-User Names and Passwords
	Encryption Standards

	Specifying the Requirements for Your CRM Environment
	Hardware Requirements
	Microsoft Dynamics CRM Server
	Microsoft SQL Server for Microsoft Dynamics Server

	Other Requirements
	Adding the dnb360agent to Your IE Browser Trusted Sites
	Other Applications that Must Reside on Your Installation Computer



	3   Installing D&B360
	Starting the Installer
	Completing the CRM Connection Data
	Installing for the First Time or Upgrading Your Software
	Setting the Country ISO Code

	Customizing the Account Record to Include D&B360+
	Upgrading from a Previous Version
	Performing the Register Agent Option
	Uninstalling D&B360
	Resetting Your Credentials
	Accessing the Installer to Upgrade D&B 360 and MSD CRM
	Upgrading to MSD CRM 2013


	4   Configuring D&B360
	Providing D&B Access to Microsoft Dynamics CRM Users
	Assigning Roles to Users
	Assigning Roles in the CRM
	Assigning D&B360 Roles
	Recommended Instructions
	Steps for Configuring your CRM Roles with D&B360 Features



	5   Managing Batches and Installing the Informatica Cloud Secure Agent
	Overview of Batch Processing
	Understanding the Key Features of D&B360 Batch Jobs
	Record Eligibility
	Confidence Code Threshold Facts
	Validating D-U-N-S Numbers

	Configuring Microsoft Dynamics
	Registering Your Informatica Cloud Account for On Demand CRMs
	Configuring Your Informatica Cloud Account for an On Demand CRM
	Registering Your On Demand Account for Batch Processing

	Configuring the Secure Agent for an On-Premise Installation
	Special Setup Instructions for On-Premise Customers
	Option 1: Port Forwarding
	Option 2: Reverse Proxy

	Installing the VC++ Redistributable Package (x86)
	Registering Your Informatica Cloud Account for On Premise CRMs
	Steps for Configuring the Secure Agent for an On-Premise Installation
	Logging in to the Informatica Cloud Secure Agent
	Running the Informatica Cloud Secure Agent Installation Program
	Preparing Your MSD and Active Directories for the Informatica Cloud Secure Agent
	Specify the Identify for CRMAppPool
	Identify the Port for Your CRM Dynamics Instance
	Identify the Service Principal Name (SPN) for the Environment.
	Setting Delegation

	Post-Installation Steps
	Adjusting the Settings for Your System
	Completing the Optional Steps
	Optional Step for Only When the MSD Application is Accessed using HTTPS
	Optional Step When the DNS Is Unable to Perform Host Resolution

	Restarting the Secure Agent


	6   Scheduling Batch Jobs
	Scheduling New and Refresh Batch Jobs
	Scheduling a New Batch Job
	Scheduling a Refresh Batch Job
	Viewing Batch Activity Logs


	7   Reviewing Logs, Admin Review Lists, and D&B360 Reports
	Accessing the Admin Review List
	Using the Admin Review List
	Viewing and Processing Failed Batched Records

	Viewing D&B360 Data Management Reports
	Duplicate DUNS Report
	Using the Duplicate DUNS Report to Merge Duplicate Accounts
	Recertified DUNS Report


	8   Troubleshooting
	Resolving Installation Issues
	Resolving Issues when Uninstalling D&B360

	Changing Administrator-User Names and Passwords
	Encryption Standards

	Contacting D&B Customer Support

	A   Appendix
	Enabling D&B360 Administration on a Customized SiteMap
	Processing Batches — Standard Level Expectation
	Adding One or More CRMs to Your Informatica Cloud Account
	Submitting a New or Refresh Batch Job

	Configuring CRM Endpoints
	Viewing Available D&B360 Roles
	D&B360 Administrator Permissions
	D&B360 User Permissions


	Index

